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1
Decision/action requested

It is kindly requested to approve this doc
2
References

[1] 
3GPP TS 38.413v050 : “NG RAN; NG Application Protocol (NGAP)”.
3
Rationale

This contribution adds security policy  handling into N2-handover section with the following changes:
1. The security policy of the forwarding PDU session comes from the SMF requested by the AMF. The benefit is that the AMF change may lead to different security policy.
2. To align the agreement that the algorithms are common for CP and UP protection.

3. Add new sentences to describe the keys are generated at target gNB.

4. The indication for activation of UP encryption and/or integrity protection shall be sent to the UE in HO Command message.

5. Align message name with 38.413[1] so that the EN could be deleted.
All changes are aligned with what has been agreed in the N2-handover section.
4
Detailed proposal
*************** Start of Change  ****************
6.7.3.2
N2-handover

At handover from a source gNB to a target gNB over N2 (possibly including an AMF change and hence a transfer of the UE's 5G security capabilities from the source AMF to the target AMF), the target AMF shall send the UE's 5G security capabilities, security policy to the target gNB in the HANDOVER  REQUIRED message. The target gNB shall select the algorithm with highest priority from the UE's 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the HANDOVER COMMAND message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). The chosen algorithms are applied for both RRC protection and UP protection at target gNB.
The target gNB shall generate a RRC ciphering key and a RRC integrity key based on the chosen algorithms. If the received security policy indicates the UP integrity protection and/or encryption for a PDU session is ON, the target gNB shall activate the UP ciphering protection and/or UP integrity protection of the PDU session based on the security policy. In addition, the target gNB shall generate a UP ciphering key and/or a UP integrity key based on the chosen algorithms. 
An indication for activation of UP encryption and/or integrity protection according to the security policy shall be sent to the UE in HANDOVER COMMAND message. The UE shall activate UP encryption and/or integrity protection according to the security policy, and the UE shall also generate the UP encryption key and/or UP integrity protection key using the chosen algorithms.


*************** End of Change ****************
