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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

 N/A
3
Rationale

This contribution deletes three ENs in 8.5. 
Editor’s Note: It is FFS whether the protection of the TAU message can be done with a mapped EPS security context. It would be difficult to protect the TAU message using mapped EPS security context, since the key of integrity protection needs to be generated based on the integrity algorithm selected by the MME, while neither the UE nor the AMF knows the ordered list of the MME before mobility event completes. Even if a default algorithm is used to generate the key of integrity protection, another integrity key may be needed if the default algorithm doesn’t have the highest priority according to the ordered list of the MME. So this EN can be deleted.
Editor’s Note: Generation of a mapped KASME key in AMF is FFS. This EN has been addressed by clause A.14.1, so it can be deleted. 
Editor’s Note: It is FFS how the AMF indicates the MME to run a NAS SMC.  MME can start NAS SMC as soon as it receives Message 5 (Context Response). This is an implicit indication from AMF to MME that as far as AMF is concernted, the mobility event has completed.  There is no need for any explicit indication for the MME to start NAS SMC. This EN can be deleted. 

Moreover, Figure 8.5.2-1 is refreshed to remove the NONCEUE in step 1, and the NG-KSI is also aligned.

4
Detailed proposal
*************** Start of Change 1 ****************
8.5 
Idle-mode mobility from 5GC to EPC

8.5.1
General

This subclause covers the case of idle-mode mobility from 5GC to EPC, as defined in 23.502[8].

8.5.2
Procedure



Figure 8.5.2-1 Idle mode mobility from 5G to 4G
1.
The UE initiates the TAU procedure by sending a TAU Request to the MME with a mapped 4G-GUTI derived from the 5G-GUTI and its EPS security capabilities. The mapped 4G-GUTI contains the information of the AMF that has the latest UE context in the 5G network.

The UE integrity protects the TAU Request message (NAS-MAC) using the current 5G NAS context identified by the 5G-GUTI used to derive the mapped 4G-GUTI. The corresponding ngKSI value of the 5G Security context is included in the eKSI parameter of the TAU Request message.


2.
Upon receipt of the TAU Request, the MME obtains the AMF address from the mapped 4G-GUTI value.

3.
The MME forwards the complete TAU Request message including the eKSI, NAS-MAC and mapped 4G-GUTI in the Context Request message. 

4.
The AMF shall use the eKSI value field to identify the 5G NAS security context and use it to verify the TAU Request message.

5.
If the verification is successful, the AMF shall derive a mapped EPS NAS security context (including KASME) using the KAMF as described in clause A.14.1. 


The AMF shall include the security context in the Context Response message it sends to the MME. The AMF shall never transfer 5G security parameters to an entity outside the 5G system.

6.
Upon receiving Context Response message from AMF, the MME initiates a NAS Security mode command procedure with the UE including the eKSI in the NAS Security mode command. The Security mode command shall include the replayed UE EPS security capabilities, selected NAS security algorithms and eKSI identifiying the KASME.


7-9.
The MME establishes AS security and completes the procedure with a TAU Accept message.
*************** End of Change 1 ****************
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