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1
Decision/action requested

Add the text to sections 7 of the skeleton study item on 256 bit keys （TR 33.841）
2
References

3
Rationale
This document proposes some initial text, identifying several considerations when introducing 256 bit keys. 
For section 7:
· The root key of full entropy 256-bit keys in the 5G key hierarchy should be 256bits.

· It is recommended to construct full entropy 256-bit key hierarchy compatible to present 128-bit key hierarchy.
4
Detailed proposal
*************** Start of Change 1 ****************
7
Study of full entropy 256 bit keys in the 5G key hierarchy

7.a full entropy 256 bit key hierarchy compatible to present key hierarchy

256-bit algorithms and 128-bit algorithms are two different security features, which needs 256 bits and 128 bits keys for ciphering, respectively. Longer key size offers more entropy, thus the 256-bit algorithms may provide a higher cost of analysis. Adoption of 256-bit algorithm would strengthen security capability of 5G system.

However, various key lengths should not separate security functions in 5G Core apart. Key hierarchy should not bring many changes to present system. As 128-bit key can be considered as a subset/transform of 256-bit key, newly 256-bit key hierarchy design should show good compatibility to previously key hierarchy.

One advantage of the previously key hierarchy is the intermediate key lengths are all 256 bits, which will bring benefits to new key hierarchy. The key hierarchy can be seen as Figure x.x.x
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 Figure 7.a-1: Key hierarchy in 5G
K128 can be either root K in legacy USIM or derived key from K256. For a legacy system, e.g., EPC or NG Core (Phase 1), LTK is K128. KNASenc_256, KNASint_256, KRRCenc_256, KRRCint_256, KUPenc_256, KUPint_256 act as the intermediate keys, and truncated to 128 bits for encryption or integrity protection. Thus the key hierarchy remains the same as legacy system.

For a R-16 Core, 256 bit  keys, i.e. KNASenc_256, KNASint_256, KRRCenc_256, KRRCint_256, KUPenc_256, KUPint_256  in key hierarchy are used for encryption and integrity protection. 128-bit keys (and truncation functions) in the key hierarchy should be neglected. 


Above key hierarchy is feasible for roaming. When an R-16 ME roams into a legacy system, the ME can first derive a 128-bit key, acting as a legacy ME. When a legacy ME roams into R-16 Core and gNBs, even if gNBs only support 256-bit algorithms, the system can work in an “entropy-leakage state”, which means a 256-bit cipher uses 256-bit key but only 128 bits entropy. Thus, it will minimum the modification of present system.


Security capability may not be destroyed. If K256 to K128 process a secure transformation, e.g., a Hash function is used, the relation between K256 and K128 is concealed, thus one cannot analyse the LTK via CK||IK.
7.b KDFs in full entropy 256 bit key hierarchy

KDFs in key hierarchy are used to derive lower level keys. There are four key points in above key hierarchy: 

1. K128 derived from K256
Requirement: a secure derivation function should be selected, offering approximately no information between the two keys, even if the two keys would be malevolently used.

Solution: a Hash based function would protect the relationship of the two keys. SHA-2 based, e.g., SHA-256, SHA-512, or Chinese SM3 would be efficient and low-cost. Although SHA-3 shows good performance and has been widely accepted in 3GPP, the hard ware cost should be considered carefully.

An HMAC function will need extra input parameters, which may cause negotiation. 

A block cipher, e.g., AES in ECB mode, needs either input transformation of output truncation. Stream cipher does not meet these kind of problems, but they both need to negotiate an initial vector, which may cause extra sessions.

2. CK and IK derived from long-term keys

Requirement: If 256 bit encryption and integrity protection algorithms are deployed, LTK should be 256 bits. The derivation function should be capable to align the entropy of CK||IK to the 256 bit LTK.

Solution: TUAK would be a good choice, which can lead to a flexible output.

3. KAUSF, KSEAF, KAMF
Requirement: If 256 bit encryption and integrity protection algorithms are deployed, LTK should be 256 bits. The derivation function should be capable to align the entropy of KAUSF, KSEAF, KAMF to the 256 bit LTK.

Solution: present KDF, i.e., HMAC-SHA-256 offers good secure capability as well as efficiency. The 256-bit-output can remain the entropy of cipher key. SHA-3 based function is a promising choice for KDF, however, the structure parameters should be carefully designed to reduce hard ware cost.
4. Encryption and integrity protection keys

Requirement: If 256 bit encryption and integrity protection algorithms are deployed, LTK should be 256 bits. The derivation function should be capable to align the entropy of encryption and integrity protection keys to the 256 bit LTK.

Solution: present KDF, i.e., HMAC-SHA-256 offers good secure capability as well as efficiency. The 256-bit-output can remain the entropy of cipher key. Thus even 256-bit ciphering algorithms are adopted, modification of present key hierarchy could be small. 

In LTE, KNASenc_256, KNASint_256 , KRRCenc_256, KRRCint_256,  KUPenc_256, KUPint_256 are derived using independent HMAC-SHA-256 functions with different input parameters. As it can be observed that ME would always derive KNASenc_256 and KNASint_256 pair, KRRCenc_256 and KRRCint_256 pair, KUPenc_256 and KUPint_256 pair simultaneously as secure context, the encryption key and integrity protection key pair can be derived in one cipher processing. SHA-3 based algorithm can offer a maximum 256 x 4 = 1024 bits output keys with perfect security capability and processing speed, meeting the output requests.

Note that, even if the encryption and integrity protection keys are derived simultaneously with the same input parameters, there is not any correlation between the two 256-bit outputs. 
*************** End of Change 1 ****************
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