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1
Decision/action requested

It is proposed to delete the Editor’s Note in subclause 6.2.3.1 of TS 33.501.
2
References
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3GPP TS 33.501v70: Security Architecture and Procedures for 5G System
3
Rationale
This contribution resolves the Editor’s Note in subclause 6.2.3.1.
At SA3# 89 it was decided that "EAP-5G" is used when UE is authenticated to 5G network via an untrusted non-3GPP access network.And the "EAP-5G" method is utilized for encapsulating NAS messages between the UE and the N3IWF. Based on the description in subclause 7.2.1 of TS 33.501, in the final authentication message from the home network, the AMF derives NAS security keys from the key KAMF after receiving the KAMF from the SEAF. The security between UE and AMF is provided with the NAS security keys, so the NAS key setting for non-3GPP access should be consistent with the current description for 3GPP access in subclause 6.2.3.1.

Meanwhile, at the end of authentication procedure, the AMF also derives the security key for N3IWF (KN3IWF)from the key KAMF,and delivers the key KN3IWF to the N3IWF.However, this key KN3IWF is used for the IPsec layer during the establishment of IPsec tunnel but not for the RRC and UP layer. It is inconsistent with the description for 3GPP access. So in this contribution we attempt to clarify the key setting for non-3GPP access.
4
Detailed proposal
It is proposed to approve this pCR to TS 33.501 [1]. 
***************************Start of changes *************************************

6.2.3.1
Key setting

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.1, which is about key setting during AKA.
Key setting happens at the end of successful authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes when an active NAS connection exists. Key setting can occur as soon as the identity of the mobile subscriber (i.e. 5G-GUTI or SUPI) is known by the AMF. A successful run of 5G AKA or EAP AKA’ results in a new KAMF that is stored in the UE and the AMF with a new partial, non-current security context.

Editor’s Note: It is FFS whether KAUSF and KSEAF need to be identified.

NAS keys (i.e. KNASint and KNASenc and AS keys (i.e. KgNB, KRRCenc, KRRCint, KUPenc, KUPint) are derived from KAMF using the KDFs specified in Annex A. The NAS keys derived from the new KAMF are taken in use in the AMF and the UE by means of the NAS security mode set-up procedure (see sub clause 6.7.2). The AS keys are taken into use with the AS security mode set-up procedure (see sub clause 6.7.4) or with the key change on the fly procedure (see sub clause 6.9.6)


NOTE:
For mapped security contexts, the KAMF is derived from EPS keys during interworking with EPS (see clause 8).
The NAS keys (i.e. KNASint and KNASenc) non-3GPP access derived for using the KDFs specified in Annex A. They are taken in use in the AMF and the UE by means of the NAS security mode set-up procedure. The AS keys for non-3GPP access (KN3IWF and the IPsec SA cryptographic keys) are taken into use with the establishment of IPsec SA between the UE and N3IWF. 
***************************end of changes *************************************

