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1
Decision/action requested

It is proposed to approve the following pCR to draft TS33.501.
2
References

 [1]
3GPP TS 33.501v70: Security Architecture and Procedures for 5G System
3
Rationale
It was agreed in SA3#89 that the UDM/ARPF shall choose the authentication method based on the subscription data. But in clause 9.4, it states that the content of 5G Authentication Initiation Answer (5G-AIA) is hence dependent on the authentication method selected by the AUSF but not the UDM/ARPF, this should be corrected as it is not consistent with the description in clause 6.1.2
4
Detailed proposal
It is proposed to approve this pCR to TS 33.501 [1]. 
***************************Start of changes *************************************
9.4
Security messages over N12  

This subclause lists the security-related messages that are run over the N12 interface between the AMF and the AUSF. The N12 interface is defined in TS 23.501 [2]. 

In the present release of this specification, the AMF is co-located with the SEAF. 

The messages listed here are used in procedures that are described in clause 6 of the present document. 

NOTE:
The names of messages used here are specific to the present document and may be different in other 3GPP specifications. 

Editor's Note: Suitable names for the N12 messages listed as N12(xxx) below have to be found, in collaboration with CT4.
Messages independent of the authentication method: 

-
Authentication Initiation Request (5G-AIR): 

This message sent from the SEAF to the AUSF is described in subclause 6.1.2 of the present document. The content of this message is independent of any authentication method. 

Messages dependent on the authentication method:

-
5G Authentication Initiation Answer (5G-AIA): 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3 of the present document. This message contains the first authentication message sent by the AUSF. The content of this message is hence dependent on the authentication method selected by the UDM/ARPF.

Messages relating to EAP-AKA':

-
5G-AIA containing the EAP-Request/AKA'-Challenge sent to the UE: 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Request/AKA'-Challenge sent to the UE.

-
N12(EAP-Response/AKA'-Challenge): 

This message sent from the SEAF to the AUSF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Response/AKA'-Challenge sent from the UE.

-
N12(EAP-Request /AKA'-Notification): 

This conditional message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Request /AKA'-Notification sent to the UE.

-
N12(EAP-Response/AKA'-Notification): 

This conditional message sent from the SEAF to the AUSF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Response/AKA'-Notification sent from the UE.

-
N12(EAP-Success): 

This message sent from the AUSF to the SEAF is described in subclause 6.1.3.1 of the present document. It contains the EAP-Success message sent to the UE. It also contains the anchor key.

The following messages are part of EAP-AKA' (cf. RFC 4187 [21] and RFC 5448 [12]), but not shown in subclause 6.1.3.1 of the present document:
-
N12(EAP-Request/AKA'-Reauthentication)

This message is sent from the AUSF to the SEAF. It contains EAP-Request/AKA'-Reauthentication message to the UE.

-
N12(EAP-Response/AKA'-Reauthentication)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Reauthentication message from the UE.

-
N12(EAP-Response/AKA'-Authentication-Reject)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Authentication-Reject message from the UE.

-
N12(EAP-Response/AKA'-Synchronization-Failure)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Synchronization-Failure message from the UE.

-
N12(EAP-Response/AKA'-Client-Error)

This message is sent from the SEAF to the AUSF. It contains the EAP-Response/AKA'-Client-Error message from the UE.

-
N12(EAP-Failure)

This message is sent from the AUSF to the SEAF. It contains the EAP-Failure message to the UE.

Editor's Note: It is to be finally decided by CT1 whether the method-specific identity exchange messages EAP-Request/AKA'-Identity and EAP-Response/AKA'-Identity are needed in 5G. 

Messages relating to 5G AKA:

-
5G-AIA containing the 5G AKA authentication vector(s), as described in subclause 6.1.3.2 of the present document.

-
5G Authentication Confirmation (5G-AC) message: 

This message sent from the SEAF to the AUSF is described in subclause 6.1.3.2 of the present document.

-
5G Authentication Synchronization message:

This message is sent from the SEAF to the AUSF. It is not shown in subclause 6.1.3.2 of the present document . It corresponds to the authentication data request with a "synchronisation failure indication" as specified in 3GPP TS 33.102 [9], subclause 6.3.5.
***************************end of changes *************************************
