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Decision/action requested

Approval to add the following content to section 5
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Rationale

The following proposal adds content to the assessment of quantum computing impact timelines.  We assess predicted timescales for development of a cryptographically relevant quantum computer as well as the current state of standardisation of quantum-resistant algorithms.  We assess asymmetric algorithms and symmetric algorithms separately, due to the different threat model and required work.
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Detailed proposal

5
Assessment of quantum computing impact timelines

5.1
Predicted Timescales for Quantum Computing

It is unclear when a quantum computer that threatens cryptography will become available.  However, NIST [1] estimates that a quantum computer capable of breaking 2048-bit RSA may be built by 2030 for a cost of one billion US dollars.  It is likely that the cost of building a quantum computer will fall rapidly in the years following this.  The efficacy of a quantum computer is inherently connected to its fault-tolerance and the requirement for quantum error correcting codes.  One author [2] describes improving fault tolerance in a scalable architecture as “a potential show stopper for the entire effort”.

5.2
Timelines for Transitioning Asymmetric Algorithms

In 2017 NIST launched a study to evaluate and standardize one or more quantum-resistant public key cryptographic algorithms.  The results of the study are expected between 2023 and 2025.  Currently no quantum-resistant public key algorithms (for key generation, key transport or signatures) are standardized by NIST as it is assessed that not enough time has been spent analysing them.

5.3
Timelines for Transitioning Symmetric Algorithms

The threat to symmetric cryptography from quantum computing is lower than that for asymmetric cryptography.  As such there is little benefit in transitioning symmetric algorithms without corresponding changes to the asymmetric algorithms that accompany them.
