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Abstract of the contribution: This contribution brings in a new Key Issue: LTK Update via Partial Profile Update vs. LTK Update via complete Profile Replacement.
1
Decision/action requested

It is requested to approve the proposed change and incorporate it in TR 33.384. 
2
Rationale
GSMA eUICC specifications provide mechanisms to perform a remote update of the LTK, achieved by disabling/deleting an existing MNO Profile and downloading and enabling a whole new Profile. The Profile includes other third party (healthcare, payment, eID etc) applets outside of the MNO control such as ticketing and payment Apps. and these may be lost in the process of a bulk Profile update. Sensitive data held by the third party Supplementary Security Domains (SSD) may be erased/reset (e.g. session counters, credentials to communicate with an off-card entity, user data) in the process, possibly preventing associated applications from accessing the third party services. 
By enabling elective update of the LTK, as opposed to the installation/update of a whole new MNO Profile replacement, MNOs can update the LTK without loss of user data or denial of service to third party services.

The SIMAlliance has introduced an interoperable Profile specification, in an effort to standardize the Profile across different eUICC manufacturers.
This PCR proposes a new Key Issue: LTK Update via Partial Profile Update vs. LTK Update via complete Profile Replacement.
3
Detailed proposal

*** BEGIN CHANGES ***
7.x
Key Issue X: LTK Update via eUICC Profile Replacement vs. eUICC Profile Partial Update
7.x.1
Issue description
GSMA eUICC specifications (GSMA SGP.02 and SGP.22) define remote provisioning procedures to download and install or remove an entire MNO Profile. These procedures may be used in tandem to replace a whole MNO Profile, but not for updating a specific LTK within a selected Profile.

The SIMAlliance specification for eUICC profile package describes an interoperable profile format transmitted to the eUICC to be loaded and installed in compliance with GSMA eUICC remote provisioning procedures. 

The profile package format defines the MNO profile as the complete collection of parameters (file structure, data and applications: USIM, etc.) to be installed on the eUICC. The profile format definition does not address packaging of specific individual profile elements (e.g., LTK).   

7.x.2
Threat Description

· Possible loss of application-specific credentials and/or data stored in the eUICC. Such loss of credentials and data may lead to re-identification of the user by by the hosted third party application, possible identity spoofing and theft of hosted third party service
· Possible denial-of-service to third party services from eUICC hosted third party applications 
7.x.3
Security requirements
In order to mitigate the above threats, eUICC remote provisioning procedures should provide mechanisms that enable selective update of the LTK within the eUICC rather than a complete MNO profile replacement.
*** END OF CHANGES ***
