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1
Decision/action requested

This paper rewrite NAS SMC procedure in step description manner, and include “request initial message flag” for initial NAS message protection and “derivation parameter” for horizontal derivation in the NAS SMC.

2
References

[1]
TS 33.501 v0.7.0
3
Discussion

In section 6.4.6 of [1], it is said “Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial message shall contain a subscription identifier and UE security capabilities only.”, which means legacy HASH based mechanism is not necessary.

In section 6.7.2, rewritten in a step description manner for the Figure 6.7.2-1, remove legacy hash based mechanism, add new optional parameter for horizontal derivation indication, add optional parameter of “request initial message flag” introduced in section 6.4.6.

Modify section 6.4.6 to remove duplicated sentences with section 6.7.2.

4
pCR
******************* START OF PCR *******************************************
6.7.2
NAS security mode command procedure





The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
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Figure 6.7.2-1: NAS Security Mode Command procedure
1a.
NAS integrity protection at the AMF with UE security context starts before sending the NAS Security Mode Command message.
1b.
The AMF sends the NAS Security Mode Command message to the UE. The NAS Security Mode Command message shall contain: the replayed UE security capabilities, the selected NAS algorithm, and the ngKSI for identifying the KAMF. The NAS Security Mode Command message may contain: request initial message flag, derivation parameter. 
In the case of the initial NAS message triggering the NAS Security Mode Command message did not successfully pass its integrity protection verification, or was not integrity protected, the AMF shall include the request initial message flag in the message. 
In case of inter-AMF mobility or N2 handover with KAMF change, the AMF shall include the derivation parameter in the message. The AMF shall derivate NAS ciphering key and NAS integrity key as described in Normative Annex A.8 based on the new KAMF received from other AMF. 
This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the ngKSI in the message. 
1c.
NAS uplink deciphering at the AMF with the security context indicated by the ngKSI starts after sending the NAS Security Mode Command message. 


2a.
The UE shall verify the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI. 

In case the NAS Security Mode Command message includes a derivation parameter, the UE shall derive new KAMF from the old KAMF as described in Normative Annex A.14 using the derivation parameter as the <INPUT>. The UE shall derive NAS ciphering key and NAS integrity key based on the new KAMF as described in Normative Annex A.8 and use the derived NAS integrity key to verify the integrity protection. 

If verification is success, then continue. Otherwise, the UE shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected.
NOTE 2:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 



The UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI. If derivation parameter is received, new NAS integrity key and NAS ciphering key are used. 
2b.
The UE sends the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include equipment identity (e.g. IMEISV in LTE) in case AMF requested it in the NAS Security Mode Command message. In case the request initial message flag is received in the NAS Security Mode Command message, the UE shall include the complete initial NAS message (that the UE previously sent) in the NAS Security Mode Complete message. 




3.
The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the NAS Security Mode Complete message contains an initial NAS message, the AMF shall complete the on-going procedure by considering the contained initial NAS message as the message that triggered the procedure.








******************* SECOND OF PCR *******************************************
6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context. In this case, the UE shall include the complete initial message again in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the complete initial message integrity protected with the minimum set of IEs that are required to establish security in clear text and all other IEs ciphered. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. if the AMF could not find the UE's security context). 

The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial message shall contain security establishment information only, which includes a subscription identifier, UE security capabilities, and other possible IEs that are needed to establish security.




If the UE has a NAS security context, the initial message shall contain the complete message, where the security establishment information is sent in clear text but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF shall initiate the NAS SMC procedure according to subclause 6.7.2.. 


Step 4: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.

******************* END OF PCR *******************************************
�Copy from below paragraph
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