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Decision/action requested

This paper discusses whether the Kseaf can be useless and propose to remove it in phase 1.
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Discussion

Last meeting, document [1] has analysed that KSEAF is useless for phase 1 due to there’s no standalone SEAF in phase 1, but the actual reason is that phase 1 only has horizontal derivation, if there will be no vertical derivation, then KSEAF is useless (if SEAF is standalone, KSEAF can be a temp key not stored in anywhere, which equals to useless), and hence standalone SEAF is useless. It has not been concluded of the deletion last meeting due to SA2’s decision on standalone SEAF or not is not clear.
Observation 1: KSEAF is introduced for future possible vertical derivation no matter whether SEAF is standalone or not.

Considering vertical derivation, it is obvious that there will be more than one possible solutions, and whether KSEAF is necessary is still a question if vertical derivation is needed.
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As vertical derivation may be a future feature that may be developed in phase 2, SA3 has not carefully discussed any candidate and made evaluation.

Following can be a candidate solution for vertical derivation, in order to not confusing with currently used KSEAF and KAMF, it is renamed as KANCHOR and KMOBILITY:
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Current explanation for KANCHOR and KMOBILITY is as follow:

1) If SEAF collocated with AMF, then KANCHOR = KSEAF || Initial KAMF, KMOBILITY = KAMF, KANCHOR itself can do horizontal derivation (only use Initial KAMF part). In phase 1, current specification implies to always have a vertical derivation even UE don’t move.
2) If SEAF is standalone, then KANCHOR = KSEAF, KMOBILITY = KAMF, KANCHOR itself cannot do horizontal derivation. Vertical derivation is always used even UE don’t move. It is not a case in phase 1.
There still are other explanations, one of them is as follow:

1) If SEAF collocated with AMF, then KANCHOR = Initial KAMF, KMOBILITY = KAMF, KANCHOR itself can do horizontal derivation. No derivation is needed when UE don’t move. First moving control from SEAF+AMF to AMF always uses horizontal derivation. In phase 1, no vertical derivation is needed.
2) If SEAF is standalone, then KANCHOR = Initial KAMF, KMOBILITY = KAMF, KANCHOR itself cannot do horizontal derivation. Vertical derivation is always used even UE don’t move. It is not a case in phase 1.
Observation 2: Multiple solutions for vertical derivation exist, KSEAF is not mandate to be needed no matter whether SEAF is standalone or not.

As horizontal derivation is a feature of phase 1, it is obvious that horizontal derivation indication is need in phase 1, to notify UE to do horizontal derivation. If vertical derivation is a feature of phase 2, it is obvious too that vertical derivation indication is needed in phase 2, to notify UE to do vertical derivation.
Observation 3: UE shall support horizontal derivation indication in phase 1, and shall support vertical derivation indication in phase 2 if vertical derivation is a feature of phase 2.

Considering the two explanations above, for phase 1, the only difference is current way always derives key even UE don’t move, while new way only derives key when UE move. Derivation for KSEAF may be a kind of waste.
For phase 2, if SEAF is also collocated with AMF, the only difference is the same as in phase 1. If SEAF is standalone, there’s no difference that the two ways always derive key even UE don’t move.
If phase 1 UE camps on a phase 2 system that SEAF is collocated with AMF, the only difference is current way always derives key even UE don’t move, while new way only derives key when UE move.
If phase 1 UE camps on a phase 2 system that SEAF is standalone, as the first derivation for both vertical and horizontal is based on the same key KANCHOR, if the derivation indication includes the derivation parameter, then there will be no difference for the two kind of derivation indication for the first derivation. If in phase 1, the horizontal derivation indication only contains the derivation parameter, and in phase 2, the vertical derivation indication additionally includes a type value, then the phase 1 UE will ignore the type value, which means with well-designed indication, phase 2 5GC can be compatible with phase 1 UE.
Observation 4: Derivation of KSEAF even UE don’t move waste some resources, while without KSEAF, it does no harm to the phase 1 system at all and can save some resources. With well-designed derivation indication, it will be very easy to be compatible between the two phases.
In document [1], it has concluded that standalone SEAF will be a bottleneck of the system, while collocated SEAF makes the SEAF distributed naturally, and makes the system robust. It is not concluded whether SEAF will be standalone in phase 2, while introduce KSEAF in key hierarchy is only based on uncertain facts (vertical derivation, standalone SEAF) that may be decided in phase 2, and in phase 1 we have no time to illustrate possible solutions and evaluate them. It is not a good design practice to overdo some steps only based on some uncertain facts.
Observation 5: SA3 does not illustrate possible solutions on vertical derivation and evaluate them, push something for future in haste without well consideration is not a good design practice.

Consider that it can be compatible for phase 1 UE camps on phase 2 5GC, it is proposed to delete the KSEAF for phase 1.
Proposal: Delete useless KSEAF from phase 1 and design derivation indication well for backward compatible.

4
Conclusion
Observation 1: KSEAF is introduced for future possible vertical derivation no matter whether SEAF is standalone or not.

Observation 2: Multiple solutions for vertical derivation exist, KSEAF is not mandate to be needed no matter whether SEAF is standalone or not.

Observation 3: UE shall support horizontal derivation indication in phase 1, and shall support vertical derivation indication in phase 2 if vertical derivation is a feature of phase 2.

Observation 4: Derivation of KSEAF even UE don’t move waste some resources, while without KSEAF, it does no harm to the phase 1 system at all and can save some resources. With well-designed derivation indication, it will be very easy to be compatible between the two phases.
Observation 5: SA3 does not illustrate possible solutions on vertical derivation and evaluate them, push something for future in haste without well consideration is not a good design practice.

Proposal: Delete useless KSEAF from phase 1 and design derivation indication well for backward compatibility.

PAGE  

_1580020124.vsd
AMF



_1580140318.vsd
Vertical


Horizontal


KMOBILITY*


KMOBILITY



