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3	Rationale
The following text evaluates when it is most likely that the current cryptographic algorithms are broken due to the large scale quantum computing. Moreover, the timelines for introducing quantum safe cryptographic algorithms are discussed.
4	Detailed proposal
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[bookmark: _Toc503442088] 5	Assessment of quantum computing impact timelines
Editor's Note: This section will contain text on the timelines for introducing quantum safe cryptographic algorithms and evaluation on when it is expected that quantum computing can be used to break the current encryption algorithms.
To assess quantum computing impact timelines, we have to answer the following questions. 
Question 1: 
How many qubits are needed for a quantum computer to break current cryptographic algorithms?
Answer: Early in 2001, IBM has demonstrated to factor 15 into 3 × 5, using a quantum computer with 7 qubits [1]. It is obvious that such tiny quantum resource does not make a threat to the current cryptographic algorithms. Thus, we should estimate how quantum resources are needed to break the current used cryptographic algorithms.  There are two quantum algorithms used to compromise cryptographic algorithms: Shor algorithm for asymmetric algorithms and Grover algorithm for symmetric algorithm. In theory, Shor algorithm break the current used asymmetric algorithms thoroughly, and Grover algorithm renders the strength of symmetric algorithms halved.  The quantum resources of these two algorithms are described as below:
Shor algorithm
A recent research paper [2] has estimated the quantum resource needed to break ECC and RSA algorithms based on Shor algorithm, as shown in the following table.
[image: ]
The table shows that 2330 logical qubits are required to break 256 bits ECC algorithm, and 4098 logic qubits are required to break 2048 bits RSA algorithm. This implies that the currently most often used cryptographic algorithms are at risk if a 7.5-millon qubits quantum computer is available. It is worth noting that one logical qubit has to be encoded in 3200 physical qubits for quantum error correction [3].
Grover algorithm
Grassl etc., analyzed the quantum resources required to carry out an exhaustive key search for the Advanced Encryption Standard (AES) by using Grover algorithm [5]. The results are specified as follow.
[image: ]
From the table, we can find the number of logical qubits required to implement a Grover attack on AES is just between around 3000 and 7000 logical qubits. However, due to the large circuit depth of unrolling the entire Grover iteration, it seems challenging to implement this algorithm on an actual physical quantum computer [5].

Question 2: 
When is a large-scale qubits ((7.5-millon) quantum computer available?
Answer: It is difficult to estimate the exact time that a large qubits quantum computer will be built, but a rough time point could be predicated.  While in the past it was less clear that large quantum computers are a physical possibility, many scientists now believe it to be merely a significant engineering challenge. Some experts even predict that within the next 20 or so years [5].  Recently the IBM had announced the 50 qubits quantum computer. This breakthrough in the development of quantum computers has broken the original anticipation that quantum computers can be on the market in 20 years.  The new report estimated that a million-physical-qubit system will be available in 10 years [6]. Thus, a large-scale quantum computer could be built in 10-20 years, which is within the lifecycle of 5G systems.

Question 3: 
When should be the quantum-safe algorithms deployed in 5G systems?
Answer:  According to ETSI guide [7], a simple equation outlining the extent of the problem of evolution to a QC safe deployment of cryptography can be proposed:
· X = the number of years the conventional cryptography needs to remain unbroken.
· Y = the number of years it will take to replace the current system with one that is quantum-safe.
· Z = the number of years it will take to break the current tools, using quantum computers or other means.
If "X + Y > Z" any data protected by that conventional cryptographic system is at risk and immediate action needs to be taken. Z corresponds to the time point that a large-scale quantum computer is available. X should be 10 based on the suggestion of NIST [5]. We assume that it will take 5 years to replace the current system with one that is quantum-safe, i.e. Y=10. If a large-scale quantum computer is available in 10 years, i.e. Z=10, then X + Y > Z, quantum-safe algorithms have to be introduced now. If a large-scale quantum computer is available in 20 years, i.e. Z=20, then Z-(X+Y)=5. This means that quantum-safe algorithms could be introduced in 5 years. 
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