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1	Decision/action requested
It is proposed to add a clarification for SUCI calculation in UE side in TS 33.501.
2	References
 [1]	3GPP TS 33.501 Security Architecture and Procedures for 5G System
3	Rationale
In TS 33.501[1] section 5.1.5, there is a requirement about SUCI calculation that “
Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.
NOTE 1: If the indication is not present, the calculation is in the ME.
”
However, in TS 33.501 section 6.12 Subscription identifier privacy, related solution only states as: “
The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.
”
There is no detailed description about SUCI calculation on USIM or ME. That will result implementation difficulty and raise co-operation issue between USIM and ME.
This contribution tries to specify how the USIM and ME behaves for SUCI calculation.

As defined in TS 33.501, now we have agreed that 1)legacy USIM can be compatible for this feature, and NULL-scheme on ME shall be used for that. 2)If there is public key, it shall be stored in USIM. 3) there will be an indication from USIM to indicate SUCI is calculated by USIM. So based on these agreement, we can divide SUCI calculation as following cases:
1) Legacy USIM. It also means there is no public key and no indication.
2) A Rel-15 USIM, which is provisioned by home network of null-scheme usage. Under this assumption, it doesn’t matter whether there is public key or not in USIM. 
3) A Rel-15 USIM, which is provisioned by home network of other scheme like ECIES scheme usage. 

For Case 1, Only SUPI is transferred from USIM to ME without indication. SUCI calculation shall be made on ME and only null-scheme can be applied.
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For Case 2, there still be 3 sub-cases: 
2.1 Null-scheme is applied inside USIM. The SUCI which is same as SUPI transferred to ME with indication that calculation is in USIM; 
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2.2 Null-scheme is applied on ME. SUPI is transferred from USIM to ME with indication about null-scheme usage on ME; 
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2.3 Null-scheme is applied on ME. SUPI is transferred from USIM to ME, without any indication. 
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For Case 3, there are also 3 sub-cases: 
3.1 ECIES-scheme is applied inside USIM. The SUCI which is different with SUPI transferred to ME, and indicated that calculation is in USIM; 
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3.2 ECIES-scheme is applied on ME. SUPI is transferred from USIM to ME with indication about ECIES-scheme usage on ME; 
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3.3 ECIES-scheme is applied on ME. SUPI is transferred from USIM to ME, without any indication. 
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But if Case 3.3 is happened, ME could not get any information whether null-scheme or ECIES-scheme shall be applied on ME for SUCI calculation. If we assume no indication means ECIES-scheme, it shall be contradicted with case 1. So this sub case should be get rid of. 
Then, we can classify these cases in 3 categories:
1) No indication: case 1, case 2.3
2) Indication about SUCI calculation on ME: case 2.2, case 3.2
3) Indication about SUCI calculation in USIM: case 2.1, case 3.1
In this way, the indicator should contain two parts: one for where to calculate SUCI and one for which scheme it should be used.
We can summarize that null-scheme is always applied for Category 1. And ME shall apply scheme based on indication for Category 2. And ME doesn’t need to apply any scheme on ME for Category 3. Under this summary, it means that ME shall have 3 instead of 2 options for SUCI calculation: 1st is null-scheme; 2nd is ECIES scheme; and 3rd is not apply scheme.
This will make ME more complex. 
As we notice that output is as same as input for null-scheme, which is defined in TS 33.501, annex C.2, this enlightens us that we can apply null-scheme on ME for Category 3. By this way, we can merge Category 3 into Category 1. What is more, we found that case 2.2 is still use null scheme on ME. Now we find:
For case 1, case 2.1, case 2.2, case 2.3, case 3.1, null-scheme is applied on ME. Only for case 3.2, ECIES-scheme is applied in ME. That implies: only there is an indication about calculation on ME applying ECIES-scheme, ME shall apply ECIES-scheme. In other cases, whether there is indication or not, whether the indication shows the calculation is in USIM or on ME, ME shall apply null-scheme. What is more, if SUCI calculation is in USIM, there is no need to have an indication to ME.
As a result, only when ECIES scheme on ME is applied for SUCI calculation, an indication followed by SUPI shall be transferred from USIM to ME. Otherwise, USIM shall provide SUPI/SUCI without indication to ME, and null-scheme on ME shall be applied as following figure.
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In this way, ME can be implemented as simple as possible. Indicator is very simple and doesn’t need to point out which scheme is and where the calculation happens. And USIM can be more flexible to determine whether SUCI is calculated and what kind of scheme it can be used.

4	Detailed proposal
It is proposed to endorse following alternative 1 text if Rel-15 USIM application could overcome performance challenge related to generating random number, storing algorithm and calculation, or to endorse following alternative 2 text if Rel-15 USIM application could not do that things.
=======================BEGIN OF CHANGE============================
[bookmark: _Toc490577397][bookmark: _Toc496020519][bookmark: _Toc496020976][bookmark: _Toc496867164][bookmark: _Toc500341391][bookmark: _Toc501107201][bookmark: _Toc501370083][bookmark: _Toc501741969]6.12.2	Subscription concealed identifier
The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate a SUCI using the raw public key that was securely provisioned in control of the home network. 
The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.
NOTE 1: Null-scheme on ME shall be applied, no matter whether SUCI is calculated already in USIM or not, unless there is indicator from USIM to indicate that other scheme than the null scheme, e.g. ECIES scheme shall be applied in ME.
The UE shall not conceal the home network identifier, e.g., Mobile Country Code (MCC) or Mobile Network Code (MNC).
The UE shall construct the SUCI consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.
NOTE:	The scheme-output depends on the protection schemes as described in Annex C. 
Editor's Note: The freshness and randomness of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
=======================END OF CHANGE==============================
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