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1
Decision/action requested

It is proposed to approve the following pCR to draft TS33.501.
2
References

 [1]
3GPP draft TS 33.501v0.4.0 
3
Rationale

· This contribution is a slightly modified resubmission of S3-172486 that was not treated at SA3#88bis

· This pCR proposes an API for applications as a means for security visibility to resolve the first editor's note 5.4.1. Standardization of an indication on the user interface has not proven to be successful.
· The security state of both NAS and AS are required for applications, as some applications may have their data bearer mapped to NAS (e.g. SMS or data over NAS).
· No additional indicators are required as all information is available through the API, thus resolving the second editor's note. Security indicators for other purposes, such as IMS, should not be defined in this specification.
4
Detailed proposal

It is proposed to approve the following pCR to draft TS33.501.
********************************** Start of changes ********************************

5.4.1
Security visibility

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
Indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link. 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].
The UE shall support an application programming interface (API) for an application to determine the security algorithms used on NAS and AS layers. Furthermore, an application should be able to determine which data bearers its traffic is using.

**************************************** end of changes ****************************************

