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1
Decision/action requested

This document proposes a new solution where the Rel-15 UE sends a standalone TAU if NR algorithms were missing from the NAS SMC. 
2
References

N/A 
3
Rationale

In SA3#88bis, a potential bidding-down attack related to the NR algorithm negotiation with EDCE5 was discussed. This document presents a solution that is based on a stand-alone TAU. 
4
Solution proposal 
We assume that the UE network capability IE will be extended to carry the codepoints for NR (5G) algorithms. We also assume that the legacy MME is not able to replay them back in NAS SMC. 

The solution is very simple: if the Rel-15 UE supporting EDCE5 does not receive NR algorithms or HashMME in the NAS SMC, it will send an integrity protected, stand-alone TAU with the same UE Network Capability IE that it sent already with initial, unprotected Attach (see Figure 1). In this way, also the legacy MME will get and store the NR algorithms even if the attacker removed or modified them. This behaviour of the UE can be motivated by TS 23.401 clause 5.3.3.0 where it is stated that the UE is allowed to send a stand-alone TAU request when there is a change in the UE Network Capability. The UE can see from the NAS SMC that the NR algorithms are not included, and that there is a risk for bidding-down attack. 

Note that normal periodical TAU does not include UE network capabilities, and the MME will not be able to update the capabilities when the next periodical TAU is sent (see 24.301 clause 8.2.29.7 UE network capability). 
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Figure 1: Solution where UE is mandated to send a stand-alone TAU if the NAS SMC is missing the NR algorithms. 

1) The UE sends an Attach request to the network. This message includes the UE Network Capability indicating the supported LTE algorithms, and NR algorithms. The Attach request is not integrity protected. 

2) The attacker modifies the Attach request either by modifying the NR algorithms, or by completely removing them. In the figure, the attacker removes the NR algorithms completely. 

3) The legacy MME receives the modified Attach request, and stores the falsified UE security capabilities. If the attacker didn’t modify the message, the MME would have stored both the LTE and NR algorithms. 

4) The UE and the legacy MME exchange some security related signaling messages, e.g. authentication messages. 

5) The legacy MME sends the NAS Security Mode Command to the UE. As this is a legacy MME, and does not understand the NR algorithms, it only includes the UE supported LTE algorithms in the NAS SMC message. The NAS SMC message is integrity protected between the legacy MME and the UE. (Note that the rest of the signaling between MME and UE is not shown in the figure, e.g. the Attach accept is not shown.)

6) The UE detects that a) the NAS SMC does not include the NR algorithms or HashMME. The UE cannot know if this is because the attacker removed the NR algorithms from the UE Network Capability of if it is talking to legacy MME. 

7) The UE sends a stand-alone (non-periodic) Tracking Area Update. This message includes the UE Network Capability indicating the supported LTE algorithms, and NR algorithms. This behaviour is isolated to an unprotected Attach, and is not repeated for other NAS SMCs that are sent without NR algorithms. Note that the legacy MME will continue sending the SMC without NR algorithms.
8) Because the stored UE Network Capability is different from the stored one, the MME updates the UE Network Capability storing also the NR algorithms. 

5
Proposal 
It is proposed that SA3 chooses the TAU based solution to prevent the bidding-down attack, and to the use of legacy MME with EDCE5. 
