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1
Decision/action requested

SA3 is kindly requested to accept this pCR toTS 33.501.
2
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Rationale

In [2] an Editor’s Note says that is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

It is proposed to introduce a message to request the home network to provide authorization proof before the visited network can request the UE to mandate the null-scheme to be used by the UE.

The procedure involves a number of messages starting from the AMF/SEAF that received the initial registration message, via a newly defined null-scheme authorization functionality (NAUF) back to the UE. The actual contents of this message is detailed in S3-173311 [3] which introduces a new subclause in Annex C.

4
Detailed proposal

*** START OF CHANGES ***
6.8.X
Serving network mandating the usage of null-scheme

6.8.X.1
General

The procedure for requesting SUCI attach with null scheme is for those cases where a UE performs an initial attach to a network that requires the "null-scheme" (see Annex XXX).

2 attacking scenarios are seen with the introduction of the null-scheme:

-
A compromised network may force the UE to use the null-scheme instead of the provided real-encrypted SUCI in the initial registration request. Thus, UE and home network shall consciously agree on this configurational change of the home operator policy. For this, the AMF/SEAF of the visited network shall provide an "authorization proof info" by the home network to the UE when requesting SUCI attach with null-scheme with the "visited network mandates null-scheme" message.

-
UE and home network could use the SUCI as an encrypted channel to attach to a network that does not allow real-encrypted SUCIs. If the visited network wants to mandate null-SUCI, it may therefore not use the SUCI as received by the UE when requesting an authorization proof by the home network.

6.8.X.2
Procedure for mandating null-scheme SUCI

The procedure is initiated when an AMF/SEAF in a serving network that mandates the usage of the "null-scheme" for generating the SUCI receives a Registration Request message of the type "initial registration" from the UE that contains a SUCI not generated with the "null-scheme" (step 0).

The following steps describe the SEAF communication with the home network to gain the authorization from the home network and the resulting "null-scheme mandated" message sent back to the UE:

Step 1: The SEAF shall send a "null-scheme authorization request" message containing the SUCI and the serving network name to the AUSF. Freshness of the request shall be ensured. 

To avoid that the UE uses SUCI as an encrypted channel to its home network, the serving network shall send a hash of SUCI to the home network requesting the home network signature as a proof. The hash function is publicly known. 

Editor's note: add reference to annex here once the hash function is decided.

Step 2: The AUSF shall verify that the serving network is entitled to use the serving network name and if so, sends the a "authorization proof request" message containing the hash of the SUCI and the serving network name to the NAUF (null-scheme authorization function), a functionality offered by the UDM, to gain an authorization proof info.

Step 3: The NAUF shall generate the "authorization proof info" as input to the " authorization proof response" message according to Normative Annex C.X
 using the privacy related private key for signing this info. Then, the NAUF shall send the "authorization proof info" to the AUSF.

Step 4: The AUSF shall send the "authorization proof info" to the SEAF by using the "null-scheme authorization response" message.

Step 5: The SEAF shall send the "null-scheme mandated" message containing the "authorization proof info".

NOTE:
The "authorization proof info" is associated with the "initial registration request" message and cannot be reused. The SEAF should therefore obtain a new "authorization proof info" for every single initial registration message that uses an encrypted SUCI.

Step 6: The UE shall verify that the "authorization proof info" included in the "null-scheme mandated" message contains the hash of the SUCI used in the initial registration message. It shall further verify whether the serving network name identifies the network it sent the initial registration message to, and that the message was signed using the home network privacy related private key.

Only if AMF can provide the UE with such authorization proof info from the home network, the UE would send its new registration request with a null-encrypted SUCI. Otherwise the user of the UE should get alerted before registering with a so-called null-SUCI.
If the message is successfully verified, the UE may either send an initial registration message with a concealed SUPI to another network, may send a new initial registration message with a null-SUCI to the same network, or may respond to the SEAF with the null-SUCI directly. If the user of the UE was alerted, the user may consciously decide to still send a null-SUCI even without receiving an authorization proof info.

The UE may not send a new initial registration message with a real-encrypted SUCI to the same network if it has been requested to send a null-SUCI.
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Figure 6.8.X-1: Procedure for mandating null-scheme SUCI
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�Introduced in companion contribution [3]





