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1
Decision/action requested

SA3 is kindly requested to accept this pCR toTS 33.501.
2
References

[1]
3GPP TS 33.501 Security Architecture and Procedures for 5G System

[2]
3GPP S3-173311 - Procedure for null-scheme SUCI attach
3
Rationale

As per the changes in [2], five new messages are introduced. This pCR proposes what is the content of these messages and how they are constructed. It is proposed to make this as a subclause of Annex C of TS 33.501 [1].

The UE that receives a message not to conceal it’s permanent identifier should be able to verify that this message:

-
Is related to the latest registration message; and

-
That the message relates to the serving network that it send the initial registration message to; and

-
That the message originated from the home network. 

In order to do so, we propose that the " null-scheme mandated" message contains:

-
A hash of the SUCI used in the initial registration message; and

-
The serving network name of the serving network that requested attached without concealed SUPI.

And is signed by the home network using the privacy related private key.
The reason for including the hash of the SUCI instead of the SUCI itself, is to prevent a possible covert-channel to the home network.
4
Detailed proposal

*** START OF CHANGE ***
C.X 
Mandating null-scheme SUCI

C.X.1 Null-scheme authorization request/response 

In order to request authorization from the home network that the UE shall register with a null-SUCI instead of an encrypted SUCI, the SEAF of the visited network sends a "null-scheme authorization request" message to the AUSF of the home network of the UE requesting the home network to provide an authorization proof information back, which the visited network could use as input to the UE when sending the "null-scheme mandated" message. 

The "null-scheme authorization request" message shall contain the following fields:

-
The serving network name of the network;

-
A hash of the SUCI.

 The “null-scheme authorization response” message shall contain the following fields:

· authorization proof info.

C.X.2 Authorization proof request/response 

The "authorization proof request” is sent from the AUSF to the NAUF and shall contain the following fields:

· Hash of SUCI;

· Serving network name.

The "authorization proof response" shall be computed by the NAUF and shall return the following fields back to the AUSF:

-
The serving network name of the network that requested the usage of the null-scheme;

-
The hash of the SUCI;

-
The authorization proof information calculated by applying a sha-256 hash to above fields and signing this hash using the raw private key of the home network.

Editor’s note: The encryption schemes are FFS.

C.X.3 Null-scheme mandated message

The visited network informs the UE that it requires the usage of the null scheme by sending a "null-scheme mandated" message. This message shall contain the authorization proof which is received by the SEAF in the visited network from the UDM/NAUF in the home network by means of the "null-scheme authorization response".
*** END OF CHANGE ***
