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Decision/action requested

Approval to add the following content
2
References

3
Rationale

The following section adds content on Threats and potential countermeasures posed due to quantum cryptography
4
Detailed proposal

[…]

4          Threats and potential countermeasures posed due to quantum cryptography
Many scientists now believe it to be merely a significant engineering challenge. Some experts even predict that within the next 20 or so years, sufficiently large quantum computers will be built to break essentially all public key schemes currently in use. With regard to symmetric key crypto systems in particular, Grover’s search algorithm proffers a quadratic speedup on unstructured search problems. While such a speedup does not render cryptographic technologies obsolete, it can have the effect of requiring larger key sizes, even in the symmetric key case. It is not known how far these quantum advantages can be pushed, nor how wide is the gap between feasibility in the classical and quantum models. 

With the advances in quantum computing, the security community including the US’s National Institute of Standards and Technology feels It is important we start preparing our information security systems to be able to resist quantum computing. Part of that being larger key sizes for symmetric key crypto. NIST has already recommended transitions from key sizes and algorithms that provide 80 bits of security, to key sizes and algorithms that provide 112 or 128 bits of security (see NIST SP 800-131A[x]). With the development of quantum computers, it is possible there will need to be another shift to algorithms with larger key sizes. 


