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1	Introduction
China Mobile detected thousands of malicious Internet Voice Systems on the worldwide Internet. They can be used to perform many kinds of frauds, including the following attacks:
(1) Wangiri. One Ring and Cut. These systems are used to make many short-duration calls, mainly to mobile devices, leaving a missed call number, in the hope that the victim will call back IVR advertising systems.
(2) Call of Death. These systems are used to send many calls to one mobile phone continually to block phone users to make a call in/out. Phones users have to turn off mobile devices.
(3) SPIT. Spam over Internet telephony. These systems are used to send unsolicited, automatically calls to mobile phone users containing advertising messages.
(4) Spoofed call. Spoofing authorities with intent to fraud and obtain money. 
2	Detection
One example of malicious Internet Voice Systems we found:
(1) Server IP is located in USA.
(2) Users login in Japan
(3) Spoofing Beijing local number
(4) Sending Call of Death to mobile users of Guangdong province. Some customers received about 2000 calls in one day.
(5) Configured tens of SIP Trunks to network operators worldwide.
Through detection and analysis, we found this Internet Voice Systems is a SIP Server, with specific softer banner and signature. Based on this banner and signature we found about 500 similar systems on Internet worldwide. All of these are used to send Wangiri, Call of Death or SPIT.
Many similar malicious Internet Voice Systems are interconnected, and become a large underground voice network.
How can network operators protect customers from unwanted calls originating from these malicious Internet Voice Systems?
3		Proposal
It is proposed that SA3 discuss and study how to detect these systems, to distinguish 3GPP network calls from malicious voice system calls, or to propose sufficient functionalities in 3GPP networks to perform mitigation against Wangiri, Call of Death.

