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1
Decision/action requested

This document proposes to add protection aspects of the communication between NFs for Service Based Architecture in TS 33.501.
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Rationale

The control plane network functions in the 5GC shall only use service based interfaces for their interactions [1]. When the NFs establish a connection after authentication and authorization, it’s needed to introduce protection mechanisms to ensure the security of transmission between NFs, including confidentiality, integrity of the carried signalings between NFs. SA3 have endorsed “5G CN signalling needs to support hop-by-hop security for message transport, and end-to-end security for sensitive parts of messages.”[2] The signalings between NFs need to be protected from being intercepted by the attacker, including the cases when NF is in the same PLMN and different PLMNs. 
4
Detailed proposal

***********************Start of the first change************************
7.1.3
Service Based Interfaces 

7.1.3.1
General

Editor's Note: Service Based Interfaces use HTTP/2 which natively supports TLS 1.2. It is FFS if the use of TLS 1.3 should be mandated when using TLS and whether additional security measures (e.g Protecting JSON data using JOSE) are required.

Editor's Note: This clause is to take into account the NF registration and authentication procedure.

7.1.3.2
Protection at the network or transport layer

Editor's Note: Solutions in this subclause may apply, in particular, when there are no intermediaries modifying messages, e.g. in intra-domain situations.   

Editor's Note: Is to be considered here e.g. whether TLS would be more suitable than IPsec (NDS/IP) for service based interfaces. 

7.1.3.2.1 Hop-by-hop protection of the communication between NFs
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Figure 7.1.3.2.1-1: Hop-by-hop protection of the communication between NFs
In the same PLMN, the transmission security mechanism between NFs can be used based on TLS / IPSec, which avoids complicated credential management and ensures that the internal NFs of the PLMN are not spoof attacked.

When signaling is carried out between NFs in different PLMNs, it is necessary to set up a security proxy on the edge of each PLMN. TLS or IPSec tunnels will be built between two security proxies. The security gateway can provide confidential and integrity protection, and prevent attack between the two security proxies and spoof attack to the NF in the PLMN. The security proxies shall support http proxy function to provide network topology hiding or network configuration.  The IP address or the FQDN of proxy function(s) instead of the target NF instance(s) are provided to the requester NF. The proxy function is transparent to the requester NF. The proxy function may further discover the target NF instance via local NRF.
Editor’s Note: The protection mechanisms described in this clause are optional and operators can decide on protection mechanisms based on actual deployment costs. 
***********************End of the first change***************************









