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1
Decision/action requested

It is requested to approve the changes introduced by this pCR.
2
References

3
Rationale

In SA3#88Bis meeting, it was agreed that if AMF set has changed the KAMF shall be updated by the old AMF before sending to new AMF. But how to update KAMF hasn’t been addressed. This paper adds description about how to update KAMF in both idle and connected mode mobility.
As like KgNB update, the KAMF update during AMF change can be considered as a horizontal key derivation. The old AMF can apply characteristic of the new AMF to derive an updated KAMF. In this paper it is proposed to use the new AMF identity (GUAMI) to derive the updated KAMF. 
In idle mode mobility, the NAS SMC can be reused to trigger UE to derive the updated KAMF with new AMF identity as input parameter.
In connected mode mobility, #88Bis meeting has made an agreement that NAS and AS security context shall be updated at the same time during N2 handover if a new KAMF has been derived. Under this premise the KAMF shall be updated by the UE during N2 handover when AMF set changes and KAMF has already been updated by the old AMF. In ordre to trigger the UE update KAMF during N2 handover, the target AMF shall generate an AMF-change NAS security transparent container which indicates the UE to derive a new KAMF when the old AMF updates the KAMF, the AMF-change NAS security transparent container cantains parameters for the UE to derive KAMF, i.e. the new AMF identity and ngKSI. The AMF-change NAS security transparent container can also contain other parameters for the UE to derive a NAS keys, e.g. NAS security algorithms selected by the target AMF. Upon receiving the AMF-change NAS security transparent container, the UE shall derive a new KAMF. The UE will further use the new derived KAMF to generate an initial KgNB and NAS keys. 
4
Detailed proposal

*************** Start of 1st Change ****************
6.5.3.2
Key handling in AMF set change 

A key KAMF shall not be forwarded to another AMF set. Rather, the old AMF shall generate a derived KAMF and transfer it to the AMF in the other AMF set. The UE and the old AMF shall generate a derived KAMF, called KAMF*. The KAMF* is derived from the currently active KAMF bounding to the new AMF identity (GUAMI). The key derivation is specified in Annex A.X.
Editor’s Note: In particular, it needs to be decided how non-current 5G contexts should be handled. Note that non-current 5G contexts could have been current, hence in use earlier; therefore, non-current 5G contexts cannot be transferred as such without breaking backward security

Then the new AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the old AMF. 
In idle mode mobility, when the new AMF decides to use the key directly, it shall send UE the NAS SMC including replayed UE security capabilities, the selected NAS algorithms, the new AMF identity and the ngKSI for identifying KAMF to establish a new NAS security context between the UE and new AMF. The new AMF identity is used to indicate the UE to derive a KAMF* based on the new AMF identity and existing KAMF identified by the ngKSI.
In connected mode mobility, referring to the description in 8.3.1.3.3, the UE and new AMF generate a KAMF* and establish a new NAS security context between the UE and new AMF during N2 handover procedure.
NOTE 1:
When only backward security is needed, the new AMF can directly use the new key received from the old AMF. 

When the new AMF decides not to use the KAMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 

NOTE 2:
When the old AMF is located in an exposed location, and the new AMF does not want to use the KAMF derived from the old AMF since a compromise of the old AMF potentially risks the security of the new AMF, the new AMF can perform a re-authentication procedure.

*************** END of 1st Change ****************
*************** Start of 2nd Change ****************
6.7.2
NAS security mode command procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.4, which is about NAS security mode command procedure. 

Editor's Note: Aspects related to interworking are FFS.

Editor's Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor's Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.

The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities, the selected NAS algorithm, the allowed NSSAI, and the <5G key set identifier> for identifying the KAMF. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the <5G key set identifier> in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor's Note: Details of the HASHAMF calculation are FFS.

Editor's Note: The name of the Key Set Identifier is FFS.
When old AMF generates a KAMF* due to AMF set changes and transfers the KAMF* to the new AMF during idle mode mobility, the new AMF shall send a NAS Security Mode Command message to the UE if the new AMF determines the KAMF has been updated after checking the old AMF is not in the same AMF set. The NAS Security Mode Command message in addition includes new AMF identity which triggers the UE to generate a KAMF*.
The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the  <5G key set identifier>. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. 

Editor's Note: Details of the HASHUE calculation are FFS.

The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message. In case a new AMF identity is received in NAS Security Mode Command, the UE shall generate a KAMF* as specified in Annex A.X
Editor's Note: the above paragraph needs to include UE action when there is a capability mismatch.

Editor's Note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that the allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 4:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

Editor's Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure

*************** END of 2nd Change ****************
*************** Start of 3rd Change ****************
8.3.1.3.3
N2-Handover

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.3, which is about N2-handover.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex <TBD>. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the N14 FORWARD RELOCATION REQUEST message. The N14 FORWARD RELOCATION REQUEST message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 

If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the N14 FORWARD RELOCATION REQUEST message shall in addition contain a NSCI (New Security Context Indicator) meaning that the sent KAMF is a new one. The source AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex <TBD>. 
If the source AMF and the target AMF don’t belong to the same AMF set, the source AMF shall generate a KAMF* as specified in Annex A.X and transfer the KAMF* along with the corresponding ngKSI to the target AMF. The target AMF shall set the uplink and downlink NAS COUNT to start value (i.e. 0). The source AMF shall in this case derive a new initial KgNB from the KAMF* and the uplink NAS COUNT as specified in Annex <TBD>.
The source AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the source AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the fresh {NH, NCC} pair to be sent in the N14 FORWARD RELOCATION REQUEST message.

NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the N14 FORWARD RELOCATION REQUEST message in 5G does not contain data and meta-data related to old 5G security context.

The target AMF shall store locally the {NH, NCC} pair received from the source AMF. The target AMF shall then send the received {NH, NCC} pair and NSCI, if such was also received, to the target gNB within the NGAP HANDOVER REQUEST message. The received NSCI indicates to the target AMF that the received NH is to be treated as initial KgNB.
When the target AMF identifies that it doesn’t belong to the same AMF set as the source AMF, the target AMF shall create an AMF-change NAS security Transparent Container IE. This IE will be transferred to the UE to indicate UE to generate a KAMF*. The new AMF identity and corresponding ngKSI are included in this IE. In addition, the target AMF shall select the NAS security algorithms (including ciphering and integrity algorithms) which have the highest priority from its configured list and are also present in the UE 5G security capabilities, the target AMF shall derive the NAS keys from the KAMF* as specified in Annex <TBD>. The target AMF shall include the selected NAS security algorithms in AMF-change NAS security Transparent Container IE if the NAS security algorithms are changed. The AMF-change NAS security Transparent Container IE is included in NGAP HANDOVER REQUEST message. In this case, the target AMF treats the received NH as initial KgNB.
Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex <TBD> with the fresh {NH, NCC} pair in the NGAP HANDOVER REQUEST and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the NSCI, it shall set the keyChangeIndicator field in the HO Command message to true. If the targe gNB had received the AMF-change NAS security Transparent Container IE, it shall include this IE in HO Command message.
NOTE 2:
The source AMF may be the same as the target AMF in the description in this subclause. If so the single AMF performs the roles of both the source and target AMF, i.e. the AMF calculates and stores the fresh {NH, NCC} pair and NSCI if required and sends this to the target gNB. In this case, actions related to N14 messages are handled internally in the single AMF.

For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used by in the source cell are provided to the target gNB so that it can decipher and integrity verify the RRCConnectionReestablishmentComplete message on SRB1 in the potential RRC Connection Re-establishment procedure.

*************** END of 3rd Change ****************
*************** Start of 4th Change ****************
8.3.1.3.4
UE handling

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.4, which is about UE handling in handover.

The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.
If the UE receives the AMF-change NAS security Transparent Container IE in the HO Command message, the UE shall firstly derive a KAMF* from received new AMF identity in this IE as speicified in Annex A.X. The UE shall derive new NAS keys based on the KAMF* and the algorithms if exist in the AMF-change NAS security Transparent Container IE. The UE shall also derive an initial KgNB based on the KAMF*.
If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>. 

If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex <TBD> iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>.

The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

NOTE:
Clause 8.3.1.4.2 describes the UE handling related to key derivation when keyChangeIndicator in the HO command is true.

*************** END of 4th Change ****************
*************** Start of 5th Change ****************
Annex A (normative): 
Key derivation functions
A.X
KAMF* derivation function

When deriving a KAMF* from KAMF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,

-
P0 = < GUAMI>,

-
L0 = length of < GUAMI>

The input key Key shall be KAMF.
*************** END of 5th Change ****************
