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1
Decision/action requested

To counter the potential attacks on secret leakage, this contribution proposes to use D-H procedure to enhance the session key in serving network. 
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Rationale
The secret key leakage issue has been studied by both GSMA and 3GPP. In TR 33.899, various attack scenarios have been studied, e.g. in key issue #2.2 and #3.1 of TR 33.899.  Several solutions have been proposed and evaluated, e.g. solution #2.1, #2.2, #2.6, #3.1 and #10.2 etc. Secret key might be leaked due to long term key leakage or disclosed during transmission between networks. 
With leaked long term key or session keys, either passive listening attacks or active attacks can be launched. However, the cost of launching passive listening attack is low since only radio receiving unit computation unit are required. Signal transmission is unnecessary. The captured data can be decrypted online or offline. Passive listening attack is almost undetectable. While for the active attack, the attacker has to assume the role of base station or some core network nodes, which puts more stringent requirements on the attacker and the attacking might be detected quickly by capture the transmitted signal or by log analysis. Therefore, the damage caused by passive listening attack is much more severe than active attack if long term key is leaked or session keys are disclosed during transportation between networks. 

Diffie-Hellman (D-H) procedure is a widely used public key cryptography technology that can provide forward secrecy for the data communications. By integrating D-H procedure into the session key generation, the passive listening attack can be prevented even if long term keys are disclosed. A solution has been provided in the #solution 3.1 of TR 33.899. This will provide a better protection for the user data transmitted over the air interface. 
One of the concerns of using D-H procedure could be the delay incurred in the computation. However, D-H procedure is only applied when devices attach to the network or when the relative session key expires. It is applied occasionally. It has no impact on data and signalling protection over the air interface. And further, D-H procedure can be made optional to both network and UE, and only devices with services requiring additional protection may choose D-H procedure for session key enforcement. 
With above consideration, in this proposal, we suggested that D-H procedure shall be integrated with Security Command and Complete messages as an optional feature. 
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Detailed proposal
*************** Start of Change 1 ****************
6.7.2
NAS security mode command procedure

Editor's Note: The content of this subclause is meant to correspond to TS 33.401 [10], subclause 7.2.4.4, which is about NAS security mode command procedure. 

Editor's Note: Aspects related to interworking are FFS.

Editor's Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor's Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities, the selected NAS algorithm, the allowed NSSAI, and the <5G key set identifier> for identifying the KAMF. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the <5G key set identifier> in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor's Note: Details of the HASHAMF calculation are FFS.

Editor's Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the  <5G key set identifier>. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. 

Editor's Note: Details of the HASHUE calculation are FFS.

The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

Editor's Note: the above paragraph needs to include UE action when there is a capability mismatch.
Editor's Note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that the allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 4:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 

Editor's Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
To enforce the session key with stronger forward secrecy, Diffie-Hellman procedure may be performed together with SMC messages exchange to enhance the session key. A temporary key, KDH, is derived with D-H procedure and a new session key Kx_amf is derived with both  Kamf and KDH as input. 
UE can indicate its capabilities of supporting of D-H procedure in registration request. If serving networks also support this feature, then AMF can generate a D-H private key APRIV and derive a D-H public key APUB.  Then AMF includes APUB in NAS Security Mode Command message. 
After receiving the NAS Security Mode Command message from AMF, UE verifies the MAC and if successful, then it generates a D-H private key BPRIV and derives a D-H public key BPUB. UE further derives a shared key KDH with APUB and BPRIV as input. With KDH, UE further derives a new session key Kx_amf with Kamf and KDH as input. And then UE derives keys for ciphering and integrity protection with Kx_amf. 
UE send NAS Security Mode Complete message to AMF with BPUB. AMF extracts BPUB from NAS Security Mode Complete message and derives KDH with BPUB and APRIV according to the selected D-H algorithm. UE further derives Kx_amf with Kamf and KDH as input.  After updating the keys for integrity protection, AMF verify the MAC in the NAS Security Mode Complete Messages. 
Editor’s Note: it is FFS how to derive Kx_amf with Kamf and KDH as input. 
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Figure 6.7.2-1: NAS Security Mode Command Procedure with Session Key Enforcement
*************** End of Change 2 ****************
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1b. Select a D-H capability based on the D-H capability groups of the UE and preference list of AMF. Generate DH private key APRIV and derive DH public key APUB based on the selected D-H capability


2. Verify NAS SMC integrity and if successful: 
a. UE generate DH private key BPRIV and derive DH public key BPUB, UE generate a shared key KDH based on DH procedure with BPRIV and APUB.  UE derive a new Kx-amf based on Kamf and KDH. 
b. start uplink ciphering, downlink deciphering and integrity protection  


2b. NAS Security Mode Complete([Registration Request, BPUB ]NAS-MAC)


3. if D-H is supported, AMF generate a shared key KDH based on DH procedure with APRIV and BPUB.  UE derive a new Kx-amf based on Kamf and KDH. Start uplink deciphering, downlink deciphering and integrity protection  



