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Decision/action requested

The present contribution proposes measures for visibility and configurability in the UE supporting serving network authorization by the UE. The contribution should be handled together with S3-173125, which proposes adding the requirement of “Serving network authorization by the UE”.
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Rationale

The companion contribution indicated in section 1 above presents threats that are to be mitigated by measures addressing the requirement of serving network authorization by the UE.
The present contribution proposes two such measures: 

· Displaying the country name:

· Preventing inter-layer spoofing of the serving network name by a list of pre-defined human-readable network names 

Displaying the country name:

It was stated in the companion contribution that it is assumed that there are serving networks that cannot be compromised as, otherwise, the feature of serving network authentication would not make much sense.

While an operator does not necessarily have confidence in the security of all networks he has roaming agreements with, the operator can take suitable steps to ensure confidence in the security of his own network. Furthermore, it may be assumed that an operator is able to come to agreements with the few other operators in the same country, ensuring a comparable security level. 

So, it may be assumed that an attacker cannot obtain authentication information bound to a serving network identity with the Mobile Country Code of a subscriber’s home network. What an attacker could attempt to do, however, is obtaining authentication information bound to a serving network identity with a different MCC and present it to the UE in the hope that neither the UE nor the user will check it (e.g. because it is never used by the UE in any form).  
This can be easily prevented by always displaying the MCC in a human-readable form to the user. Operators not liking this feature, should be allowed to suppress it by setting a suitable bit on the USIM. The translation of MCC to human-readable country name is expected to be stable for a very long time, so there should be no maintenance burden on the operator. A list that maps MCCs to human-readable country names could be maintained in the USIM. Furthermore, a human user should be able to easily determine in which country they currently are. 
The feature would give an additional benefit to users moving near borders between countries: it may happen that a stronger base station signal from across the border leads the UE to attaching there, but this may result in high roaming charges. The user can prevent this by seeing the country name displayed and taking appropriate action. 

We propose that the IoT case and what to do for applications on the UE is addressed by providing APIs to applications. While it may turn out that the problem finds no satisfactory solution for IoT UEs in general, even with the use of these APIs, it is easily conceivable that there may some remedy for IoT UEs that have limited or no roaming because then the UE (or application on the UE) could check the authenticated MCC or MCC+MNC against a list of values of MCC or MCC+MNC allowed for roaming. 
Preventing inter-layer spoofing of the serving network name by a list of pre-defined human-readable network names 

As explained in the companion contribution, the name displayed to the user today is sent by the serving network in additional signalling and is not authenticated by the home network. So, a fraudulent serving network (the attacker’s network-in-a-box) could cause the UE to display a name unrelated to the serving network identity authenticated during initial registration. To prevent this, the home operator could maintain a list in the USIM that maps, for each row in the list, an MCC+MNC to a human readable name. Whenever an MCC+MNC is authenticated as the serving network identity during initial registration and appears in this list then the ME shall display the corresponding human readable name from the list to the user, and no other name additionally provided by the serving network, e.g. by the means described in [2] or [3], shall be displayed. 
The MCC+MNC values appearing in the list could be those of all roaming partners (as provided by the roaming partners to the home network), or they could be confined to those where the home operator has a lesser degree of confidence in the security of their networks. Of course, an operator could decide once in a while to change the network name they want to see displayed to the user. The way to handle such a case would then be for this operator to inform the roaming partners of the name change via a reliable channel, and the home operators should then update the list on the USIM. Therefore, the human-readable names in the list on the USIM should be updatable by the home operator via OTA. OTA is a common feature today, and operator name changes are not expected to happen very frequently, so that this approach seems feasible. 
Nevertheless, a home operator should have the choice of not using this feature, e.g. when OTA updates are not used; in this case, the home operator would simply do not deploy the corresponding list on the USIM.  

When a home operator does use this feature, and a roaming partner has changed the name they want to see displayed to the user, but the list on the USIM has not been updated yet, then, according to our rule above, the old serving network name still present on the list would be displayed to the user until the update of the list would finally occur. This would be unlikely to cause any service disruption as the user had been happy to connect to that serving network before, based on the old name. 
4
Detailed proposal

********************Start of pCR***********************************

5.4
Visibility and configurability 

5.4.1
Security visibility
Editor's Note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
Indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link. 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].
Furthermore, the following security feature shall be provided:

· indication of country name: the property that a human user is given a translation of the Mobile Country Code (MCC) part of authenticated serving network identifier in a form that the human user can understand. 

· This feature shall use a list on the USIM mapping the MCC to the country name displayed to the user.

· If an MCC is not contained in the list on the USIM then ‘Country unknown’ shall be displayed to the user. 

· This feature shall be disabled if the list is not present on the USIM. It shall be possible for a user to disable this feature.

· If the list on the USIM is present then the country name from the list shall be displayed.

NOTE: The purpose of this indication is allowing the user or application to decide whether the displayed country name makes sense given the location the user is in. The indication could be useful to address certain fraud cases. 

NOTE: The allocation of MCC values is expected to remain stable over a very long time. So, having to display ‘Country unknown’ should be a very rare event. 

· In IoT use cases, the UE shall expose an API to the application to retrieve the MCC. This API does not depend on presence of a list in the USIM.

Editor's Note: It is FFS whether any additional security indicators are needed.

5.4.2
Security configurability

Security configurability lets a user to configure certain security feature settings on a UE that allows the user to manage additional capability or use certain advanced security features.  The following configurability features should be provided:
Editor’s Note: It is ffs whether the preceding sentence should be changed to “Support for the following configurability features shall be provided.”.

-
Granting or denying access to USIM without authentication as described in TS 33.401[10].
-
maintaining a list in the USIM that maps, for each row in the list, an MCC+MNC to a human readable name. Whenever an MCC+MNC authenticated as serving network identity during initial registration appears in this list then the ME shall display the corresponding human readable name from the list to the user, and no other name additionally provided by the serving network shall be displayed. 

-
This feature shall be disabled when no such list is present on the USIM. 

NOTE: Operators can use OTA to change the names that will be displayed to the users in case of renaming or in case new networks need to be added.  

NOTE: This feature, when enabled, prevents inter-layer spoofing of serving network names; i.e. for the MCC+MNC values in the list it is not possible that an arbitrary name is displayed to the user that bears no relation with the authenticated MCC+MNC. 

· In the IoT use case, the UE shall provide an API to the application to retrieve the MCC and MNC as well as provide read only access to the list as stored in the USIM. This API does not depend on presence of a list in the USIM.

********************End of pCR***********************************
