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1
Decision/action requested

It is requested to discuss and approve the proposed way forward.
2
Rationale
2.1
Mechanism used for Relay Nodes in LTE shall be adopted 
The activation and non-activation of integrity protection for DRBs is an issue that was already sovled in LTE for Relay Nodes. The mechanism used in LTE is called the "rn-IntegrityProtection" field which is present in RRC layer, see below. Unless the integrity protection is activated by using the "rn-IntegrityProtection" field, there is no extra MAC-I in PDCP layer.
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In 5G, the integrity protection for DRBs is possible not only for the Relay Nodes but also for normal UEs. It is only logical and straightforward to use the same mechanism as "rn-IntegrityProtection" for activation of integrity protection of DRBs in 5G. 

Therefore, we propose that the mechanism used for Relay Nodes in LTE shall simply be adopted for normal UEs regarding activation of integrity protection. It is in RAN2's merit to decide the name and placement of such field.
2.2
The null-integrity algorithm shall not be used for DRBs

Regarding user plane security, there is a very important difference between: 

(1)
activating the null-integrity algorithm, and 

(2)
not activating integrity protection in the first place. 

The null- integrity algorithm provides no security. But it is one of the integrity protection algorithms and when activated adds a MAC-I field of all-zeros to the PDCP layer. Those all-zeros MAC-I in the PDCP layer is not a problem for RRC layer because the rate of control plane signalling is not huge. On the contrary, it is simpler to do so because there is a single way of processing control plane signalling. But, user plane data are generally of high rate and those all-zero MAC-I in the PDCP layer is not acceptable when integrity protection is not in place. 

Therefore, we propose that the null-integrity algorithm shall not be used for DRBs.

3
Detailed proposal

It is proposed to record the agreement as an Editor's Note under Clause 8 and (later) to resolve the EN with proposing a compliant pCR. It is also proposed to add normative text Annex D.1 that fobids the use of null-integrity for DRBs.
*** BEGIN CHANGES ***
8           Security Procedures between UE and 5G Radio Access Network Functions

Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.

Editor’s Note: The content of clauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
Editor’s Note: There are multiple open issues on user plane security, integrity protection being one of them. Therefore, it is FFS to add or update relevant clauses according to the following agreements on user plane integrity protection: (1) no MAC-I in PDCP layer for DRBs shall be achived by not activating integrity protection, i.e., by using similar mechanism as "rn-IntegrityProtection" in LTE for Relay Nodes, and (2) null-integirty algorithm shall not be used for DRBs.
*** NEXT CHANGE ***
D.1
Null ciphering and integrity protection algorithms

The NEA0 algorithm shall be implemented such that it generates a KEYSTREAM of all zeroes (see subclause D.2.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The NIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I/NAS-MAC and XMAC-I/XNAS-MAC of all zeroes (see subclause B.2.1). Replay protection shall not be activated when NIA0 is activated. All processing performed in association with integrity (except for replay protection) shall be exactly the same as with any of the integrity algorithms specified in this annex except that the receiver does not check the received MAC. 

NOTE 1: The reason for mentioning the replay protection here is that replay protection is associated with integrity. 

The NIA0 shall not be used for signalling radio bearers (SRBs) except for emergency calling for unauthenticated UEs in LSM.
The NIA0 shall not be used for data radio bearers (DRBs).
NOTE 2: a UE with a 2G SIM is considered to be in LSM in NR.

NOTE 3: NEA0 and NIA0 provide no security.

*** END OF CHANGES ***

