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****************** Start of 1st change *******************
4.3.5.3
Media security for private calls

As part setting up a private call, the call initiator provides a key to the terminating client. The key is encrypted to the MC user that is currently registered on the terminating client. As a result, MC users require identity keying by a KMS prior to performing private communications. 
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Figure 4.3.5.3-1: Media security for private calls

Figure 4.3.5.3-1 provides an overview of media protection for private calls. For clarity, MC network entities will not have the private call key material and hence will not be able to decrypt the media for the private call communication (unless the monitoring function is specifically authorised for either user).

Details of private call key distribution are provided in clause 5.6, specific MCPTT and MCVideo procedures are described in clause 7 and specific MCData procedures are in clause 8.

Once private call key distribution has been completed, control signalling and application signalling are used to setup and control the media transport of a private communication.. Media will be routed via the media distribution function in the MCX Server when the UE is online, and directly when the UE is offline. Details of media protection are found in clauses 7 and 8, control signalling protection is found in clause 9.4 and application signalling protection is found in clause 9.3.
The media security context shall also be used to protect control signalling (e.g. floor control) when the MC UE is offline.
****************** End of 1st change ********************
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