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1
Decision/action requested

Approve the changes proposed in this pCR
2
References
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3

Rationale





In the companion paper S3-173221, a recommendation is made to have in 5G architecture a Proxy network element at the edge of the network that can implement e2e application layer security at the HTTP layer, along with other security related aspects such as topology hiding etc.
In the following pCR, a change is made to the requirement for e2e core network interconnection security to make it mandatory to implement e2e security in an edge proxy function at the edge of the network.

4
Detailed proposal

************* BEGIN CHANGE *****************

5.7.4
Requirements for e2e core network interconnection security

The present subclause contains requirements common to subclauses 5.7.2 and 5.7.3

A solution for e2e core network interconnection security shall satisfy the following requirements. 

-
The solution shall support adding, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.

NOTE:
Typical example for such a case is IPX providers modifying messages for routing purposes.

-
The solution shall provide confidentiality and/or integrity end-to-end between source and destination network for specific message elements identified in this specification. For this requirement to be fulfilled, a proxy – cf [2, clause 4.2.4] shall be present at the edge of the source and destination networks dedicated to handling e2e Core Network Interconnection Security.The confidentiality and/or integrity for the message elements is provided between two proxy nodes of the source and destination networks. 

Editor’s Note: Which specific message elements require end-to-end protection is ffs. Whether only confidentiality or only integrity or both are applied to the specific message element is ffs.

NOTE:
A proxy according to [2] can modify the address information (to make itself the destination of the response to hide network topology) when the message is targeted to another PLMN.


-
The destination network shall be able to determine the authenticity of the source network that sent the specific message elements protected according to the preceding bullet. For this requirement to be fulfilled, it shall suffice that a proxy function in the destination network that is dedicated to handling e2e Core Network Interconnection Security can determine the authenticity of the source network.

-
The solution should have minimal impact and additions to 3GPP-defined network elements.

-
The solution should be using standard security protocols. 

-
The solution shall cover interfaces used for roaming purposes.

-
The solution should take into account considerations on performance and overhead.

-
The solution shall cover prevention of replay attacks.

-
The solution shall cover algorithm negotiation and prevention of bidding down attacks.

-
The solution should take into account operational aspects of key management.
************* END ****************** 

