
3GPP TSG SA WG3 (Security) Meeting #89
S3-173475
27 November – 1 December, 2017, Reno, USA
revision of S3-173240
Source:
Huawei; Hisilicon
Title:
Clarification of Key Issue #7
Document for:
Approval
Agenda Item:
8.2
1
Decision/action requested

It is requested to approve the clarification of key issue #7 in TR 33.843.
2
References

[1]
3GPP TS 33.303
3
Rationale

Key issue #7 is included in the latest version of TR33.843, with an editor’s note saying that the key issue needs to be further clarified. The pCR proposes more details for this key issue.
4
Detailed proposal
***** First Change *****
5.7
Key Issues #7 on Authentication of eRemote UE during Setting Up Indirect 3GPP Communication 

5.7.1
Key Issue details

Before transferring signalling and data to the network from the eRemote UE via an eRelay UE, one-to-one communication between the eRemote UE and the eRelay UE shall be setup.
When a rogue eRemote UE eavesdropped a PRUK ID or IMSI from a legal eRemote UE, and tries to establish the connection with an eRelay UE, referencing the solution of setting up one to one communication in [6], the eRelay UE will send a Key Request to the PKMF, and the PKMF will send the KD corresponding to the PRUK ID to the eRelay UE before authenticating the eRemote UE. The eRelay UE will send Direct Security Mode Command to the eRemote UE and verify the integrity of the Direct Security Mode Complete message sent from the eRemote UE. Only at this point, the eRelay UE could know whether the eRemote UE is a legal UE or not. 
Considering the eRelay UE may serve multiple eRemote UEs at the same time, such rogue UEs as described above will waste the resource of the eRelay UE and prevent the eRelay UE to provide normal services. So it is desirable to authenticate the eRemote UE as early as possible.
5.7.2 
Security threats

If an eRemote UE is not authenticated when setting up one-to-one communication with an eRelay UE, the unauthenticated eRemote UE would waste the relay resource of eRelay UE, prevent the eRelay from providing relay service for legal eRemote UEs, or prevent the eRelay UE from performing as a regular UE.
5.7.3
Potential security requirements
eRemote UE shall be authenticated by the network for  establishment of one to one communication with eRelay UE.
***** End of first Changes *****

