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1
Decision/action requested

SIDF functionality is defined in abbreviation, definition, requirement and solution section.
2
References
33.501 v.030
3
Rationale

TS 23.501 describes the 5G System architecture consisting of network functions (NF). For deconcealing the SUCI, it was proposed in SA3 to define a function (SIDF). But for the pure deconcealment functionality it is unlikely that SA2 is defining SIDF as an own NF. Either, SA3 demands more functionalities that deserve to be collected and offered by an own NF, or the terminology used for SIDF needs to be corrected and the definition described accordingly. From SA3 point of view, SIDF is just a service offered by a NF. 
Further, it is still not yet defined in which NF the SIDF is located. It was discussed that SIDF could be co-located in AUSF or UDM. We suggest that SIDF is offered of the UDM, because a private key need to be stored and accessed for processing the SUCI. UDM offers already the mandatory needed secure environment and keeps status of several data, while AUSF is supposed to be stateless. Thus, in the UDM environment a secure processing (possibly in a HSM) will be possible and can hold at the same time the private key part of the home network privacy related puplic/private key pair.

We start with definition and abbreviation section before proposing changes to clause 6.8. Note, the definition on SUCI has been detailed to describe also that 

- a real-encrypted SUCI is encrypted with a protection scheme that does not reveal the privacy-related part of the subscription identifier (e.g., MSIN) of the SUPI; and

- a null-encrypted SUCI (in short called null-SUCI) is created with the null-scheme, which reveals the SUPI.
Revision: This latter part on detailing SUCI was not agreed and is removed in the revision.
4
Detailed proposal

****************** Start of changes ******************
********* CHANGE 1

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Editor's Note: The definitions needs to follow the 3GPP drafting rules.

5G security context: A state that is established locally at the UE and a serving network domain. At both ends "5G security context data" is stored, that consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access).

NOTE 1:
A 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  

5G AS security context for 3GPP access: the cryptographic keys at AS level with their identifiers, the Next Hop parameter (NH), the Next Hop Chaining Counter parameter (NCC) used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, counters used for replay protection. 

NOTE 2: NH and NCC need to be stored also at the AMF during connected mode.

5G AS security context for non-3GPP access: 

Editor’s note: The content of 5G AS security context for non-3GPP access is ffs.

5G NAS security context: This context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. The distinction between native and mapped 5G security contexts also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the integrity and encryption keys and the identifiers of the selected NAS integrity and encryption algorithms.

Activation of security context: the process of taking a security context into use. 

Current 5G security context: The security context which has been activated most recently. Note that a current 5G security context originating from either a mapped or native 5G security context may exist simultaneously with a native non-current 5G security context.

Full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. A full native 5G security context is either in state "current" or state "non-current".

Native 5G security context: An 5G security context, whose KAMF was created by a run of primary authentication. 

Non-current 5G security context: A native 5G security context that is not the current one. A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

Partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. A partial native 5G security context is created by primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".

Subscription Identifier De-concealing Function: This service is offered by the network function UDM in the home network of the subscriber. The Subscription Identifier De-concealing Function (SIDF) is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The SUbscription Concealed Identifier (SUCI) is a one-time use subscription identifier, which contains the concealed subscription identifier, e.g., MSIN.

Security Anchor Function: it serves as the anchor for security in 5G.

UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.

example: text used to clarify abstract rules by applying them literally.

********* CHANGE 2
5.5
Requirements on the SIDF 
5.5.1 
Subscriber privacy


SIDF shall resolve SUPI based on SUCI. 

SIDF shall be located in the home network.

SIDF shall be a service offered by UDM. 

Editor’s note: The list of supported public key schemes is FFS.

********* CHANGE 3
6.8.X
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.

Editor's note: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first.
****************** End of changes ******************

