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1	Decision/action requested
It is requested to discuss and approve the proposed way forward.
2	Rationale
2.1	General

S3-172164 (Agreements and open issues on Radio Access network protection).
It should be noted that dual connectivity is not in the scope of this contribution.
2.2	User plane security - integrity protection
2.2.1	Algorithm selection
(1)	Granularity
-	This was FFS. 
-	We propose that all PDU sessions shall use a single user plane integrity protection algorithm, similar to in LTE. The reason is that we do not see any security/efficiency benefit in using more than one user plane integrity protection algorithm. On the contratory, using more than one user plane integrity protection algorithm increases complexity.
Nokia Comment: 
1) All services within a PDU session doesn’t  require the same protection, for example if IP is applied to a voice DRB the experience would be terrible. Because some applications like voice or video can tolerate some amount of errors without degrading the quality. For some applications application layer encoding can take care of bit errors. So a policy for integrity protection cannot be cannot be applied to all DRBs across a PDU session.  This will most likely adversely impact the the 5QI definitions and the QoE because of the possible packet drop at PDCP layer incase of errors (for genuine packet) and the e2e re-transmissions triggered by the application layer.
2) RAN2 is considering DRB IP as a limited resource affecting hardware. The incoming LS S3-173022 asks whether SA3 has decided whether integrity protection is only for low bit rate IoT applications. “According to the context in the SA3 specifications, our understanding is that the data integrity protection for user plane data is intended for IoT use case where data throughput is low. On the other hand, for the high data rate use case, such as the regular eMBB scenario, performing data integrity protection for each PDCP SDU is quite costly in terms of processing.
Therefore, RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB).
RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB)“. 
Since the 5QI definitions doesn’t support such a low bit rate or IoT definition, it is not clear how the usage can be limited to only such low bit rate applications. But certainly the usage can be limited to certain category of devices and DRB over an averaging window of PDCP SDUs. For a flexible use of the feature it may be better to restrict the usage at a higher layer and not restrict to a DRB to low rates such as 64 kbps. Even LTE Catm devices support higher data rates.
[bookmark: _Toc497911230]From TS 23.501:
5.7.4	Standardized 5QI to QoS characteristics mapping
The one-to-one mapping of standardized 5QI values to 5G QoS characteristics is specified in table 5.7.4-1.
Table 5.7.4-1: Standardized 5QI to QoS characteristics mapping
	5QI
Value
	Resource Type
	Priority Level
	Packet Delay Budget
	Packet Error
Rate 
	Default
Averaging Window
	Example Services

	1

	
GBR
	20
	100 ms
	10-2
	TBD
	Conversational Voice

	2

	
	40
	150 ms
	10-3
	TBD
	Conversational Video (Live Streaming)

	3
	
	30
	50 ms
	10-3
	TBD
	Real Time Gaming, V2X messages

	4

	
	50
	300 ms
	10-6
	TBD
	Non-Conversational Video (Buffered Streaming)

	65
	
	7
	75 ms
	
10-2
	TBD
	Mission Critical user plane Push To Talk voice (e.g., MCPTT)

	66

	
	
20
	100 ms
	
10-2
	TBD
	Non-Mission-Critical user plane Push To Talk voice

	75
	
	25
	50 ms
	10-2
	TBD
	V2X messages

	5
	Non-GBR
	10
	100 ms
	10-6
	N/A
	IMS Signalling

	6
	
	
60
	
300 ms
	
10-6
	N/A
	Video (Buffered Streaming)
TCP-based (e.g., www, e-mail, chat, ftp, p2p file sharing, progressive video, etc.)

	7
	
	
70
	
100 ms
	
10-3
	N/A
	Voice,
Video (Live Streaming)
Interactive Gaming

	8
	
	
80
	
300 ms
	

10-6
	N/A
	
Video (Buffered Streaming)
TCP-based (e.g., www, e-mail, chat, ftp, p2p file 

	9
	
	90
	
	
	N/A
	sharing, progressive video, etc.)

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	69
	
	5
	60 ms
	10-6
	N/A
	Mission Critical delay sensitive signalling (e.g., MC-PTT signalling)

	70
	
	55
	200 ms
	10-6
	N/A
	Mission Critical Data (e.g. example services are the same as QCI 6/8/9)

	79
	
	65
	50 ms
	10-2
	N/A
	V2X messages

	
	
	
	
	
	N/A
	

	
	



NOTE:	For Standardized 5QI to QoS characteristics mapping, the table will be extended/updated to support service requirements for 5G, e.g. ultralow latency service.
Proposal: Limit the DRB IP to certain DRBs only, ask SA2 for such a 5QI definition

(2)	Method
-	This was FFS. 
-	We propose that AS SMC procedure shall be used for user plane integrity protection algorithm selection, similar to in LTE. The reason is that we are aligning with the above proposal of using single user plane integrity protection algorithm, and therefore we do not see any need to select the same algorithm multiple times.
2.2.2	Activation
(1)	Granularity
-	It was agreed in S3-172164 that gNB activates user plane integrity protection per DRB. 
-	We respect the agreement. 
(2)	Method
-	This was FFS. 
-	We propose that RRC Reconfiguration procedure shall be used to activate user plane integrity protection.  The reason is that DRBs are created according to the information provided in the RRC Reconfiguration message and therefore RRC Reconfiguration procedure is a logical and straightforward choice. 
-	We also propose the following normative behavior – If activated, the user plane integrity protection shall be activated on all DRBs belonging to a same PDU session. In other words, within a single PDU session, if any one of the DRBs has integrity protection activated, then all other DRBs in that PDU session shall also have integrity protection activated. This does not prevent different PDU sessions to independently activate user plane integrity protection.	The reason is to prevent any potential attack related to Reflective QoS that it might be possible for an attacker to trick UEs into sending uplink data in a DRB without integrity protection activated.
3	Detailed proposal
It is proposed to record the agreement as an Editor's Note under Clause 8 and to resolve the EN with proposing a compliant pCR.
*** BEGIN CHANGES ***
[bookmark: _Toc483244741][bookmark: _Toc483315480][bookmark: _Toc483409350][bookmark: _Toc490577411][bookmark: _Toc490643527]8           Security Procedures between UE and 5G Radio Access Network Functions
Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.
Editor’s Note: The content of clauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
Editor’s Note: There are multiple open issues on user plane security, integrity protection being one of them. Therefore, it is FFS to add or update relevant clauses according to the following agreements on user plane integrity protection: (1) all PDU sessions shall use a single user plane integrity protection algorithm, (2) AS SMC procedure shall be used for user plane integrity protection algorithm selection, (3) RRC Reconfiguration procedure shall be used to activate user plane integrity protection, and (4) If activated, the user plane integrity protection shall be activated on all DRBs belonging to a same PDU session. In other words, within a single PDU session, if any one of the DRBs has integrity protection activated, then all other DRBs in that PDU session shall also have integrity protection activated. This does not prevent different PDU sessions to independently activate user plane integrity protection.
*** END OF CHANGES ***




