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1
Decision/action requested

It is requested to discuss and add contents to the TR on ”Study on Supporting 256-bit Algorithms for 5G”
2
Rationale
This section lists and analyses the existing symmetric GSMA/3GPP algorithms for authentication, AKA key generation, encryption and integrity. Figure X1 lists the GSMA and 3GPP algorithms for authentication and AKA key generation and Figure X2 lists the GSMA and 3GPP algorithms for encryption and integrity.
Having an overview of the currently specified algorithms makes analysing and drawing conclusions regarding requirements for new algorithms easier.
3
Detailed proposal 
*** BEGIN CHANGES ***
X 
Overview of existing GSMA/3GPP symmetric algorithms

This section lists and analyses the existing symmetric GSMA/3GPP algorithms for authentication, AKA key generation, encryption and integrity.

X.1
Algorithms for authentication and AKA key generation

Figure X1 lists the GSMA and 3GPP algorithms for authentication and AKA key generation. Algorithms marked with red are legacy algorithms that are no longer recommended and should be phased out due to their short key length.
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Cipher Proprietary Proprietary Proprietary AES Keccak



Input key size 128 128 128 128 128, 256



Output key size 56 56 64 128 128, 256



Name COMP-128-1 COMP-128-2 COMP-128-3 MILENAGE Tuak










Cipher Proprietary Proprietary Proprietary AES

Keccak

Input key size 128 128 128 128

128, 256

Output key size 56 56 64 128

128, 256

Name

COMP-128-1 COMP-128-2 COMP-128-3 MILENAGE  Tuak


Figure X1: Algorithms for authentication and AKA key generation

3GPP systems has normally specified two cryptographically strong algorithms for each functionality. Together with algorithm negotiation, this means that the 3GPP systems are strong even if a weakness is found in one of the two algorithms. For AKA key generation with 256-bit keys, only one algorithm is currently specified (TUAK based on the Keccak sponge function also used in SHA-3).

To follow the principle of having two parallel algorithms (which has served cellular systems well), GSMA/3GPP need to standardize a second AKA key generation algorithm for 256-bit keys. One possible option being MILENAGE extended with AES-256 in addition to AES-128. 
X.2
Algorithms for encryption and integrity

Figure X2 lists the GSMA and 3GPP algorithms for encryption and integrity. Algorithms marked with red are legacy algorithms that are no longer recommended and should be phased out due to their short key length. 
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Cipher Proprietary Proprietary KASUMI KASUMI KASUMI SNOW 3G SNOW 3G AES AES ZUC ZUC



Key size 64 64 64 128 128 128 128 128 128 128 128



Mode XOR XOR f8-mode f8-mode CBC-MAC XOR CW-MAC1 CTR CMAC XOR CW-MAC2



Type ENC ENC ENC ENC INT ENC INT ENC INT ENC INT



MAC len – – – – 32 – 32 – 32 – 32



GSM A5/1 A5/2 A5/3 A5/4



GPRS GEA1 GIA2 GEA3 GEA4 GIA4 GEA5 GIA5



UMTS UEA1 UIA1 UEA2 UIA2



LTE 128-EEA1 128-EIA1 128-EEA2 128-EIA2 128-EEA3 128-EIA3



NR 128-NEA1 128-NIA1 128-NEA2 128-NIA2 128-NEA3 128-NIA3










Cipher Proprietary Proprietary

KASUMI

KASUMI KASUMI

SNOW 3G SNOW 3G AES AES ZUC ZUC

Key size 64 64

64

128 128

128 128 128 128 128 128

Mode XOR XOR

f8-mode

f8-mode CBC-MAC

XOR CW-MAC1 CTR CMAC XOR CW-MAC2

Type ENC ENC

ENC

ENC INT

ENC INT ENC INT ENC INT

MAC len – –

–

– 32

– 32 – 32 – 32

GSM

A5/1 A5/2 A5/3 A5/4

GPRS

GEA1 GIA2 GEA3 GEA4 GIA4 GEA5 GIA5

UMTS

UEA1 UIA1 UEA2 UIA2

LTE

128-EEA1 128-EIA1 128-EEA2 128-EIA2 128-EEA3 128-EIA3

NR

128-NEA1 128-NIA1 128-NEA2 128-NIA2 128-NEA3 128-NIA3


Figure X2: Algorithms for encryption and integrity 

All existing integrity algorithms uses a MAC length of 32 bits. In addition to the algorithms listed in Figure X2, the terms A5/0, GEA0, UEA0, UIA0, EEA0, EIA0, NEA0, NIA0 are used as different names for the NULL algorithm.
*** END OF CHANGES ***
