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1
Decision/action requested

SA3 should approve the changes proposed
2
References

3
Rationale

SA2 has specified that the NRF must authorize service discovery. While the details of authorization depend on a joint effort from SA2 and SA3, it is up to SA3 to ensure that this authorization can be done. To be able to do this the NRF should be able to authenticate NFs. As such authentication is between nodes within the same PLMN it is possible to solve it by provisioning each NF with login credentials to the NRF.

While SA2 has only specified discovery authorization it is important that only valid NFs are allowed to register to the NRF. Otherwise it is possible for a malicious NF to register as NF that handles sensitive information, which then might be returned by the NRF as the NF Provider during discovery. 
4
Detailed proposal

***** First Change *****
7.1.3.4
Authorization and authentication aspects

***** Next Change *****
7.1.3.4.2
Authorization and authentication between network functions and the NRF
Editor’s Note: This content addresses the authorization and authentication of NFs done by the NRF.
Editor’s Note: Authentication of NFs can be achieved by pre-configured credentials in the NFs. For dynamically spawned NFs these credentials can be provisioned during initialization or by using group credentials. If the HTTP headers are encrypted end-to-end then NRF authentication of the NF can be achieved using HTTP Auth.
***** End of Changes *****
