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1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	
	X
	X
	
	

	Don't know
	X
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2
Classification of the Work Item and linked work items
2.1
Primary classification
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	770049
	Common API Framework for 3GPP Northbound APIs
	Parent WID


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 


3
Justification

A common API framework within 3GPP is considered by SA6, which will allow for a consistent development of northbound APIs across multiple working groups i.e. when defining northbound APIs to abstract or expose the underlying 3GPP network capabilities to 3rd party applications. The common API  aspects considered during the study in SA6 include areas such as onboarding, publishing, discovery, authentication, registration, authorization, logging, charging, monitoring, configuration, topology hiding, and as well as multiple deployment models e.g. centralized vs. distributed, single vs multiple service/API providers. The results of the study are captured in 3GPP TR 23.722. 
This WID is to specify the security aspects of the common API framework defined by SA6.

4
Objective

The objective of this work item is to provide stage 2 security and privacy related specification for the key issues identified in SA6 TR 23.722. 
· CAPIF topology hiding

· Onboarding API invoker to the CAPIF

· Authentication between the API invoker and the CAPIF core functions

· Authentication between the API invoker and the API Exposing Function (AEF) (as part of the API invocation and also as a separate procedure)
· Secure communication between functions in CAPIF

· API invoker authorization to access service APIs

Further, SA3 shall have responsibility for the security and privacy aspects of the 3GPP defined common API framework, as an assessor of the security implications and resulting required changes to technical specifications, if any. 
The specification work will take into consideration the need to harmonize the security and privacy mechanisms/features being defined for T8 interface in 3GPP TS 33.187 and SBA in 3GPP TS 33.501.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	TS

	33.xxx


	Security Aspects of Common API Framework for 3GPP Northbound APIs
	SA#79
	SA#80
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	
	
	


6
Work item Rapporteur(s)
 Rajavelsamy Rajadurai, Samsung, rajvel{@]samsung.com  
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Work item leadership

SA3
8
Aspects that involve other WGs
SA6
9
Supporting Individual Members
	Supporting IM name

	Samsung

	Nokia
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	AT&T

	NEC

	


