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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
3GPP TS 33.401.
3
Rationale

3.1
Overview

The basic principles on which the proposal of this contribution is based are discussed in a companion contribution. The proposed solution is modelled after the mechanism for idle mode mobility between 3G to 4G. The legacy mechanism is generalized and used for both directions between 4G and 5G in order to derive a mapped security context from the source security. The target system anchor key (KASME or KAMF) is derived from the source system anchor key and a NAS COUNT value. The use of the NAS COUNT value, a parameter both present in EPS and 5G security context, removes the need of using the nonces and allows to generalize the mechanism to both directions.

For the selection of the security algorithms in the mapped security context, it is proposed to use a standardized set of mapping rules (proposed in a companion contribution). Such preselection is convenient since the mapping between the 4G security algorithms and the 5G security algorithms currently approved in TS 33.501 is straightforward. Observe that the target system can always perform a NAS SMC to change the algorithms.
The proposed content does not directly map to the content under related clause 9.1 from TS 33.401 [1]. This is because the original content is too specific to 3G security. In addition, in the 5G case, we do not expect impact on MME while SGSN was impacted in the legacy system.
3.2
Summary of the proposed solution
Idle mode mobility from 5G to 4G

· If the UE has both a native 4G security context and a 5G security context in 4G, then the UE uses the 4G security context to protect the TAU message so that the target MME could perform the integrity check and set the UE validated flag in the Context Request message to the source AMF.

· If the UE doesn’t have a native 4G security context, then the UE derives a mapped 4G security context and uses it to protect the TAU. The use of a KDF here is also possible but it is ruled out since it would impact legacy 4G implementations.

· The issue of UE validation at the source MME (that is expecting an integrity protectetd TAU message in the Context Request message from the AMF) is left open until it is first resolved in TS 23.502 clause 4.11.1.3.3.

3.3
Advantages of the proposed mechanisms
The proposed solution has the following advantages. 
· It generalizes the use of the NAS COUNT in the derivation of the target system keys, which is a legacy mechanism, to both directions thus avoiding the overhead and complexity due to the usage of nonces.

· It provides protection of the initial NAS message in the target system.

· It does not require changes to MME.

4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: The referred clause is 9.X is introduced in a companion contribution. Header 9.Y is introduced in other contributions.
9.Y
Security handling in idle mode mobility

9.Y.X
TAU procedure for mobility from 5GS to EPS

9.Y.X.1
Use of native EPS NAS security context 
During mobility from 5GS to EPS, the security handling described below shall apply whenever the UE has an EPS NAS security context, e.g. established during an earlier visit to EPS.
The UE shall integrity protect the TAU message using the native EPS security context and the MME verifies it as described in TS 33.401 [10]. As described in TS 23.502 [8], in case the verification succeeds, it is expected that the MME sets the UE Validated flag in the corresponding Context Request message sent to the AMF.
When the AMF receives a Context Request with the UE Validated flag set, and when the AMF successfully identifies the UE based on the included information, then the AMF shall not include any security parameters in the Context Response message. 
9.Y.X.2
Use of mapped EPS NAS security context
During mobility from 5GS to EPS, the security handling described below shall apply whenever the UE does not have a native EPS NAS security context but does have a 5G NAS security context. 
The UE shall derive a mapped EPS NAS security context as described in clause 9.X.1. The UE shall include the eKSI and the UE LTE security capabilities alongside the mapped EPS GUTI in the TAU request message. The TAU request message shall be integrity protected but not ciphered using the mapped EPS NAS security context. The UE shall increment the value of the NAS UL COUNT in the stored 5G security context since it has been used for the derivation of the mapped KASME.

As described in TS 23.501 [2], when the MME successfully identifies the source AMF based on the included mapped EPS GUTI, the MME shall send to the source AMF a Context Request message including the received TAU request message.

When the AMF receives a Context Request message with the UE Validated flag not set, including an integrity protected TAU request message, and when the AMF successfully identifies the UE based on the included information, the AMF shall retrieve the mapped eKSI from the received TAU request message. The AMF shall then use the eKSI value field to identify the 5G security context that has been used by the UE for the derivation of an EPS NAS security context. Afterwards, the AMF shall derive a mapped EPS NAS security context from the identified 5G security context as described in clause 9.X.1. Observe that the AMF needs to only derive the security parameter that are required for the integrity verification. The AMF is not required to retain the derived mapped security parameters after the verification operation.
The AMF shall verify the integrity of the included TAU request message using the derived EPS NAS security context. In case the verification succeeds, the AMF shall then include the corresponding security parameters from the newly derived EPS security context in the Context Response message. The AMF shall never transfer 5G security parameters to an entity outside the 5G System. In addition, since the NAS UL COUNT value is used in the KASME derivation, the AMF shall also increment the value of the NAS UL COUNT in the stored 5G security context. 
In case the verification fails or the AMF is unable to retrieve the 5G security context based on the included mapped eKSI, the AMF shall indicate an error in the Context Response message.
***
END OF CHANGES
***
�Potential overlap with another contribution





