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7.1 EDCE5
1
Decision/action requested

We propose that eNB/gNB is allowed to locally map the NR algorithms from the LTE algorithms. In this way, the use of legacy MME without updates would be possible with EDCE5. 
2
References

N/A 
3
Rationale

The solution is related to the bidding-down attack discussion started in SA3#88bis. Currently, there is no agreement on how the NR algorithms are negotiated between the UE and the network, and if the legacy MMEs can be used with EDCE5 capable MeNBs. 

We propose that eNB/gNB should be allowed to map local the NR algorithms from the supported LTE algorithms. This means that the UE needs to support the same algorithms for NR and LTE.  
4
Solution proposal 
In order to allow legacy MMEs and legacy eNBs in the network that supports EDCE5, we must assume that the UE support for the NR algorithms are not always available over S1/X2/Xn interfaces. Assuming that the UE EDCE5 radio capabilities are still known, it would be beneficial to allow the NR RRC layer in the eNB or gNB to make optional mapping of NR algorithms from the LTE algorithms. Of course, this would mean that the UE needs to support the same algorithms at LTE PDCP layer, and at NR PDCP layer. Since the LTE and NR algorithms are exactly the same, this does not seem like a big restriction for the Rel-15 UE. Alternatively, the eNB/gNB could assume that the UE supports mandatory NR algorithms, however, then the support of ZUC would not be possible without MME update. 
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Figure 1: Local mapping of LTE algorithms to NR algorithms 
Note that both eNB and gNB may need to be able to perform the local mapping if they support NR RRC/NR PDCP. In TS 37.340 clause 4.2.1 (Control Plane), it is stated that EN-DC (Option 3) always uses E-UTRA PDCP when connection is established. However, the PDCP version can be changed even before EN-DC is fully configured so that eNB is actually using NR RRC, and NR PDCP. In other words, E-UTRA (that is represented by the RLC and lower layers) may be protected with NR algorithms. The use of NR PDCP to protect the user plane over LTE radio is also possible.

5
Proposal 
It is proposed that SA3 endorses the below two principles for ENDC5: 
· NR RRC layer in eNB/gNB is allowed to do local mapping of NR algorithms if the UE is known to support EDCE5 but if the NR algorithms are not available from S1/Xn/X2 interfaces. 

· There are two ways to do the mapping, and we propose that SA3 chooses option 1 below. 
1. The mapping is based on the LTE algorithms that the UE supports. In this way, the support of ZUC could be assumed if the UE supports ZUC. 

2. The mapping can be based on the standard (33.501) that mandates the UE to implement certain NR algorithms. In this case, ZUC could not be assumed. 
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