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1
Decision/action requested

 It is proposed to approve the contents for TS 33.501 Clause 6.5
2
References

[1] S3-172558

[2] S3-172559
3
Rationale

This pCR proposes to reorder clause 6.5 of TS 33.501 based on the agreement made during the SA3#88bis meeting in which the approved version of S3-172558 has the following comment in the subclause  6.5.1.1.1. 

“NOTE: This subclause need to be updated and filled with the content of S3-172559”, 

which was added to assist the rapporteur but was not implemented in TS 33.501 v0.4.0.
4
Detailed proposal

*************Start of Change*************
6.5
Security handling in mobility

6.5.0
General 

Editor’s Note: The use of KSEAF in 4G-5G interworking is ffs and may impact this clause.

6.5.1
Key handling in handover

Editor’s Note: This clause is meant to contain, among other things, content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that need to be considered in handover.

6.5.1.1

Key derivations during handovers

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4, which is about key derivations during handover.

6.5.1.1.1
N2-Handover with AMF change

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover with AMF change.
6.5.1.1.1.1
Security in AMF change within an AMF set

Within an AMF set, the 5G security context is stored in the UDSF. No key derivations are performed when a UE is assigned a different AMF from the same AMF set, as identified by the AMF SET ID. 

KSEAF shall not be stored in the UDSF.

Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context.

6.5.1.1.1.2
Security in AMF change between AMF sets

6.5.1.1.1.2.1
List of parameters to be transferred in AMF set change

KSEAF shall not be forwarded to another AMF set. 

Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS.

6.5.1.1.1.2.2
Key handling in AMF set change 
A key KAMF shall not be forwarded to another AMF set. Rather, the old AMF shall generate a derived KAMF and transfer it to the AMF in the other AMF set. The key derivation is specified in Annex A.

Editor’s Note: In particular, it needs to be decided how non-current 5G contexts should be handled. Note that non-current 5G contexts could have been current, hence in use earlier; therefore, non-current 5G contexts cannot be transferred as such without breaking backward security

Then the new AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the old AMF. 

When the new AMF decides to use the key directly, it shall send UE the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying KAMF to establish a new NAS security context between the UE and new AMF. 

NOTE 1:
When only backward security is needed, the new AMF can directly use the new key received from the old AMF. 

When the new AMF decides not to use the KAMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 

NOTE 2:
When the old AMF is located in an exposed location, and the new AMF does not want to use the KAMF derived from the old AMF since a compromise of the old AMF potentially risks the security of the new AMF, the new AMF can perform a re-authentication procedure.

6.5.1.1.1.2.3
 Procedures for security context transfer in idle mode mobility
Editor’s Note: Information flows for re-registrations and registration area updates are described here. Work on this subclause needs to take into account TS 33.401, clauses 6.1.4 and 6.1.5.

6.5.1.1.1.2.4
Procedures for security context transfer in handovers

6.5.1.1.1.2.5
N2-Handover with AMF set change

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover with AMF change.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall derive KAMF as defined in clause 6.5.3.2 and increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex X. The source AMF shall store that fresh pair and send it to the target AMF in the N14FORWARD RELOCATION REQUEST message. The N14FORWARD RELOCATION REQUEST message shall in addition contain the KAMF.

The target AMF shall store the KAMF and {NH, NCC} pair received from the source AMF. 

The target AMF shall then send the received {NH, NCC} pair to the target gNB within the N2 HANDOVER REQUEST.

6.5.1.1.1.2.6
Rules on Concurrent Running of Security Procedures
Editor’s Note: The rules are referenced here only as far as the NAS layer is concerned. Work on this subclause needs to take into account TS 33.401, clause 7.2.10, steps 8 and 9. Note that forwarding an old KAMF unchanged defeats backward security. A possible solution, for phase 1 without stand-alone SEAF, is forwarding only one or more NH, NCC pairs based on the old KAMF as only these will be needed by the new AMF. This solution assumes that the new KAMF can be taken into use after only a few handovers.

6.5.1.1.2
UE handling

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.4, which is about UE handling in handover.

6.5.1.2
Key-change-on-the fly

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9, which is about key-change-on-the-fly.

6.5.1.2.1
NAS key re-keying

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.4, which is about KAMF re-keying.

Editor's note: It is FFS whether this clause need updating according to the agreements in SA3 related to NAS keys (e.g., number of NAS keys, number of NAS SMCs, horizontal derivation of KAMF, etc.).

After a primary authentication has taken place, new NAS keys from a new KAMF shall be derived, according to Annex <TBD>. 

To re-activate a non-current full native 5G security context after handover from E-UTRAN the UE and the AMF take the NAS keys into use by running a NAS SMC procedure according to Clause 6.7.2.

AMF shall activate fresh NAS keys from a primary authentication run or activate native security context, which has a sufficiently low NAS COUNT values, before the NAS uplink or downlink COUNT wraps around with the current security context.

6.5.1.2.2
NAS key refresh

Editor’s Note: This clause is meant to contain content about KAMF refresh. Scenarios for KAMF refresh are FFS.



























*************End of Change*************
