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**** START OF CHANGES ****
A.19
Algorithm key derivation functions

Editor's note: Once the 5G security specification is ready, the below text may be replaced with something like "The ciphering and integrity keys for use in a SgNB are derived as described in TS 33.501" and the below technical description may be moved to TS 33.501. 
When deriving ciphering and integrity keys from S-KgNB in the SgNB and UE, the following parameters shall be used to form the string S.

-
FC = 0x??

Editor’s note: The FC value is FFS.

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be SgNB- RRC-enc-alg for RRC encryption algorithms, SgNB-RRC-int-alg for RRC integrity protection algorithms, SgNB-UP-enc-alg for UP encryption algorithms and SgNB-UP-int-alg for UP integrity protection algorithms (see table A.19-1). The values 0x00 to 0x02 and 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table A.19-1: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	SgNB-RRC-enc-alg
	0x03

	SgNB-RRC-int-alg
	0x04

	SgNB-UP-enc-alg
	0x05

	SgNB-UP-int-alg
	0x06


The algorithm identity shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. The least significant bits are set as follows:

128-NEA1 or 128-NIA1: 0x01

128-NEA2 or 128-NIA2: 0x02

128-NEA3 or 128-NIA3: 0x03

For the derivation of integrity and ciphering keys used at the SgNB, the input key shall be the 256-bit S-KgNB.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
**** NEXT CHANGE ****

E.3.10.1
General

Editor's note: Once the 5G security specification is ready, the below text may be replaced with something like "The ciphering and integrity algorithm for use between a UE and an SgNB are described in TS 33.501" and the below technical description may be moved to TS 33.501. 
The ciphering protection shall be applied between the UE and gNB at the PDCP layer. The integrity protection shall be applied to the SRB between the UE and gNB at the PDCP layer.

The inputs to the integrity and ciphering algorithms are the same as the input for the algorithms in LTE. Both the UE and SgNB shall support the following algorithms

128-NA0 which is the same as EEA0 for both RRC and UP confidentiality

128- NA1 which is the same as 128-EEA1 for both RRC and UP confidentiality

128-NA2 which is the same as 128-EEA2 for both RRC and UP confidentiality

128-NIA0 which is the same as EIA0 for RRC integrity protection

128-NIA1 which is the same as 128-EIA1 for RRC integrity protection

128-NIA2 which is the same as 128-EIA2 for RRC integrity protection

Both the UE and SgNB may support the following algorithms

128-NEA3 which is the same as 128-EEA3 for both RRC and UP confidentiality

128-NIA3 which is the same as 128-EIA3 for RRC integrity protection and UP integrity protection

128-NIA0 which is the same as EIA0 for UP integrity protection

128-NIA1 which is the same as 128-EIA1 for UP integrity protection

128-NIA2 which is the same as 128-EIA2 for UP integrity protection

NOTE: 
The UP integrity protection is not activated in SgNB when connected to EPC. The UE that can only access the EPC, and the SgNB that is only connected to EPC does not need to support UP integrity algorithms.  
 Editor’s note: For NR PDCP, it is possible that the bearer ID will be 6-bits as opposed to the 5-bit bearer ID that is used in LTE. This means that while the NR security algorithms may be able to use the same core function as the LTE security algorithms, the input values will need to be different to account for a 6-bit bearer ID is used as an input. Discussion with ETSI SAGE (for the definition of the input) and RAN2 (to confirm the parameters) have started.

**** END OF CHANGES ****

