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1
Decision/action requested

This document proposes to add 5G Authentication Confirmation Answer Authentication in procedure for 5G AKA in TS 33.501.
2
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3
Rationale

When the AUSF receives 5G Authentication Confirmation (5G-AC) message from the SEAF, the verification of the 5G-AC message in the AUSF may either be failed or successful.  However, in current specification TS 33.501 section 6.1.3.2, the AUSF doesn’t send the verification result to the SEAF in the serving network, which can be divided into 2 cases:
Case 1) the verification result in the AUSF is failure while the authentication in the SEAF is successful
In this case the AUSF will act according to the home network's policy according to TS 33.501 section 6.1.3.2. However, since the authentication in the SEAF is successful, and the SEAF doesn’t know the home network’s policy, the SEAF will continue to perform the following steps from 10 to 14a in the registration procedures in clause 4.2.2 in TS 23.502[1] until the UDM rejects the registration procedure in step 14b. So in this case the additional steps from 10 to 14b are unnecessary, and should be skipped to improve the efficiency if the SEAF knows the verification failure result in the AUSF.
Observation1:  If the verification result in the AUSF is failure, the AUSF shall send an authentication confirmation failure message to the SEAF.

Case 2) the verification result in the AUSF is successful  

The AUSF may receive more than one 5G HE AVs from the UDM/ARPF. When the AUSF determines that a confirmation message is required, the AUSF may send only one 5G AV to the SEAF. However, When the AUSF receives the 5G-AC message from the SEAF and the verification in the AUSF is successful, the current specification TS33.501 does NOT state how to handle the left unused AVs. If the unused AVs are still stored in the AUSF, it may cause the following problems:
a) When the SEAF re-authenticates the UE later, it has to fetch an unused 5G AV from the AUSF, so the 5G-AIR/5G-AIA message roundtrips will happen again between the SEAF and the AUSF, which seems inefficient and may have an impact on the AUSF’s performance.
b) Moreover, since the AUSF doesn’t know when the AMF will re-authentication the UE next time, e.g. the UE may have left the serving network of the AMF, or the AMF may re-authenticate the UE after a long time, so there may be an issue for the AUSF to handle the left unused 5G AVs:  If the AUSF stores them for a long time, it will occupy the AUSF’s memory. If the AUSF deletes them based on some aging mechanism, there will be no unused AV when the SEAF requests 5G AV again next time from the AUSF and the AUSF has to request it again from the UDM, which seems inefficient and may have an impact on the UDM’s performance.
Observation2: If the verification result in the AUSF is successful, the AUSF shall send the unused 5G AVs to the SEAF in a response message.
4
Detailed proposal

*************** Start of Change 1 ****************
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10], by providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with reasonable probability. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key KSEAF concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector can be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network.
In 5G AKA there are two authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KASME*.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KASME*. The difference between the 5G HE AV and the 5G AV is that the XRES* in the 5G HE AV is replaced  by the HXRES* in the 5G AV.

The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

1.
For each 5G authentication vector that is requested, the UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then derive KASME* from CK, IK, SQN ( AK, and the serving network name as per the Normative Annex A, and XRES* as per the normative Annex A from CK, IK, XRES, RAND, and the serving network name. And finally, the UDM/ARPF shall generate a 5G HE AV consisting of RAND, AUTN, XRES*, and KASME*.
2.
The UDM/ARPF shall then return the requested number of  5G HE AVs to the AUSF in an authentication information response (Auth Info-Resp). 

3.
The AUSF shall store the XRES* temporarily until a protocol timer expires. 

Editor's Note: The protocol timer value is to be defined by CT4. 

4.
The AUSF shall then generate the 5G AV from the 5G HE AV by HXRES* from XRES* by computing the HXRES* according to Normative Annex A.#5 replacing the XRES* with the HXRES* in each 5G HE AV:

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

5.
The AUSF shall then return one or more 5GAV (RAND, AUTN, HXRES*, KASME*) to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), then the AUSF shall also include the SUPI in 5G-AIA. The AUSF shall further include an expiry time after which the the SEAF shall not use the authentciation vector for an authentication run.


Editor's Note: It needs to be configured that the serving network has time to run authentication.
Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps, such as acquiring SUPI from the UE, are required.

Editor's Note: It is FFS how the 5G-AIA is used to tell the SEAF that a confirmation message is required.

If the AUSF binds subsequent procedures to authentication confirmation, then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 
NOTE:
When an Authentication Confirmation binds subsequent procedures to authentication confirmation, the home operator typically wants to get assurance that the authentication has been recent. The use of a stored authentication vector sent to the visited network quite some time ago cannot provide such assurance. 

6.
The SEAF shall verify that the expiry time specified by the AUSF has not yet expired. In case the timer has not yet expired, the SEAF shall send RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. The USIM shall return RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then shall compute RES* from RES according to Normative Annex A.#4 and the UE shall return RES* to the SEAF in a NAS message Auth-Resp.

7.
The SEAF shall then compute HRES* from RES* according to Normative Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF shall reject the authentication. 

If the authentication was successful, the key KASME* received in AV* shall become the anchor key in the sense of the key hierarchy in subclause 6.2 of the present document. 

If the authentication was successful, the SEAF shall send RES*, as received from the UE, in a 5G Authentication Confirmation (5G-AC) message (containing the subscriber identifier and the serving network name) to the AUSF. For cases in which SEAF and AUSF belong to the same operator, the 5G-AC message may be skipped. This can be achieved through configuration.
When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired, the AUSF shall compare the received RES* with the stored XRES*. If they coincide, the AUSF shall consider the confirmation message as successfully verified. The AUSF shall tell the SEAF that the authentication confirmation is successful by sending a 5G Authentication Confirmation Answer (5G-ACA) message to the SEAF, which includes the unused 5G AVs. Optionally, the 5G-ACA message may also include an authentication confirmation indication.
The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in subclause 6.1.4 of the present document. 

If the confirmation message is not successfully verified, the AUSF shall act according to the home network's policy, The AUSF shall send an authentication confirmation failure message to the SEAF.
Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is FFS whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

Editor's Note: It is FFS how this authentication method can leave a key at the AUSF after authentication. 

Editor's Note: It is FFS whether the RES* could optionally be computed on the USIM.
*************** End of Change 1****************
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