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1	Introduction
More and more IoT devices are compromised and controlled to become  large botnet. According to Gartner report, there will be more than 25 billion IoT devices connected to the Internet by the year 2020. This number alone sufficiently  attracts botnet controllers’ attention. This it means that more devices will join botnet due to the security breach.. 
Since Mirai released its source code in 2016, more and more Mirai-like botnets emerge, and all network operators are struggling to detect and dismantle Mirai-based botnets. The case is that Mirai-based botnet is becoming the largest botnet since a great number of IoT devices have been breached.
At present, wireless routers and network cameras are the primary targets for IoT botnet. We believe that more and more CIoT devices will become bots. Most CIoT devices also use Linux-like OS as their operating system. This allows attackers to exploit existing Linux malware and recompile it to target IoT devices.

2	Detection and dismantling
One of the techniques for detecting bots is to verify signatures and characteristics in the in the request packet, then to block the control server from the Internet or denying access to domains. But rapid evolution of attacks  makes it very hard to detect a botnet when signatures can't be discerned from thousands of requests.Popular techniques to avoid filtering include peer-to-peer networking systems that are not dependent on any fixed servers, fast-flux or Double-flux DNS, calling back to large social media sites such as GitHub, Twitter and hidden TOR services. 
It becomes apparent that the large scale of IoT devices makes detecting a botnet more difficult. For example, just applying brute-force methods with highly accurate username and password lists, such as Telnet default login credentials that device owners left unchanged, but with each bot submitting request very slow, only a request every 10 minutes or so, can result in a large botnet.
It is also very common that a lot of IoT devices can be breachable as device owners are unwilling to upgrade device systems. The cost of IoT device system updates may be very high. For example, some IoT devices deployed in fields, kitchens, even in rivers or skyes, the devices must be replaced one by one on the spot when failures take place.
Also, it is very apparent that IoT botnet can cause the most disruptive distributed denial of service (DDoS), even possible to disrupt the whole Internet.
But, there are advantageous sides to dismantle IoT botnets:
(1) It is easier to detect IoT devices that may be breached than to detect botnet C&C. Applying the same method to scan IoT devices with password lists, we can found vulnerable IoT devices in advance.
(2) It is easier to stop IoT device data services than to block botnet traffic. When breached, we can stop IoT device services centrally through operator networks, such as HSS.
According to current network, services can only be controlled one by one in operator networks. In IoT scenarios, it is too inefficient to stop device services one by one due to the large number of IoT devices
The current IoT botnets have not displayed its fully potential damages,.  How can we protect IoT from such botnets?
3		Proposal
It is proposed that SA3 discuss and study the IoT botnets, and provide efficient solutions to stop IoT devices services when large scale devices are compromised.

