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***********************Start of the first change************************
5.4
Security procedures for reference point SCEF – Interworking SCEF

The interface between SCEF and Interworking SCEF shall be protected using NDS/IP as defined in TS 33.210 [15]. 
5.5
Security procedures for reference point SCEF – SCS/AS

5.5.1
Authentication and transmission protection
If the SCEF and the SCS/AS are located in the same PLMN, they may be considered in the same trust domain, and then the mutual authentication is optional.  For the SCEF and the SCS/AS are located in different security domains (e, g, different PLMNs), authentication is mandatory.
If mutual authentication between the SCEF and the SCS / AS is required, the credentials or shared key shall be pre-configured on both of them. The SCEF and the SCS / AS shall authenticate each other based on credentials. Alternatively, the key algorithm negotiation and the authentication shall be performed via TLS. TLS also provides protection for communications between the SCEF and the SCS / AS, such as Integrity protection, replay protection and confidentiality protection.

If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure security on that interface. It is up to the operator, i.e. the owner of the 3GPP Network Entity, to decide whether the reference point SCEF – SCS/AS is trusted or physically protected or whether it needs protection by a cryptographic protocol as specified above.
***********************End of the first change************************
