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1
Decision/action requested

Add the enclosed initial text to sections 9 and 10 of the skeleton study item on 256 bit keys
2
References

3
Rationale
This document proposes some initial text, identifying several considerations when introducing 256 bit keys. 
For section 9:
- All messages, fields and other parameters communicating cipher and integrity keys should allow for the fact that the associated key has variable length 
- Inputs and outputs to AKA, and outputs from integrity functions should also have variable lengths

- The entropy of other keys in the key hierarchy (KSEAF, KAMF, KgNB) etc. may also become variable. 
- All key derivation functions must allow for variable length output.
 - To avoid making multiple changes in future specifications, it is proposed not to set upper bounds on key lengths in these constructions. It is also proposed to look carefully at the key derivation function, to make sure this does not become a single point of failure or an artificial constraint on key entropy going forwards. 
- The possible co-existence of 256 bit RAN keys with a legacy LTE core is flagged as an issue requiring investigation.

For section 10: 

- The only 256 bit algorithms so-far envisaged are 256 bit variants of AES, SNOW-3G and ZUC. 

- However, it is very likely that over the lifetime of 5G (20 years or more), new ciphering and integrity algorithms will be proposed for standardization. This suggests that the field for supported algorithms must allow multiple octets. 
4
Detailed proposal
*************** Start of Change 1 ****************
9
Coexistence of different size keys.

9.1 Ensuring system parameters support variable length keys 
Since the 5G system will be expected to support 128-bit as well as 256-bit keys, it cannot be assumed that any such key is of a fixed length. Accordingly, all messages, fields and other parameters communicating cipher keys and integrity keys in the 5G system should allow for the fact that the associated key has variable length. 

The entropy of other keys in the key hierarchy (KSEAF, KAMF, KgNB etc.) may also be variable. For example, a KSEAF generated from a 256-bit K value using a 256 bit TOPC value for TUAK could have up to 512 bits of entropy. As a general principle, it would be desirable to preserve as much entropy as possible through the key hierarchy – e.g. allowing independent 256-bit ciphering and integrity keys to be established between the UE and any node - rather than forcing all intermediate keys to have 256 bits. Accordingly, messages, fields and other parameters communicating other keys in the hierarchy should allow for the fact that the associated key may have variable length.

Any public keys in the 5G system may have to be of variable size to support security equivalents of the different symmetric key lengths. In particular, proposed quantum safe public key algorithms sometimes have very large key sizes (running into many thousands of bits). Accordingly, messages, fields and other parameters communicating public keys should potentially allow for very long message sizes: thousands of octets or more. 

To avoid making multiple changes in future specifications, it is proposed not to set upper bounds on key lengths in any key e.g. to use LV or TLV constructions rather than zero-padding keys up to a larger fixed length. 

9.2 Ensuring system parameters support variable length MACs, AKA messages etc.  
Using a 256-bit key with – for example – a 32-bit MAC or a 64-bit AUTN or RES looks unusual going forwards. While standardizing increased key lengths, 3GPP should take the opportunity to revise the maximum lengths of other input and output parameters, in order to facilitate a consistent security level. 

Accordingly, all messages, fields and other parameters communicating inputs and outputs to AKA, or output from any integrity algorithm in the 5G system, should allow for variable lengths. Again, to avoid making multiple changes in future specifications, it is proposed not to set upper bounds on lengths in any of these constructions e.g. to use LV or TLV constructions. 
9.3 Ensuring Key Derivation Functions support variable length keys 
All key derivation functions should allow for variable length output. In some cases, a derivation function will generate 128-bit keys; in others it will generate 256-bit keys. As identified in point 9.1, intermediate keys in the hierarchy may have variable length as well. To ensure cryptographic separation, the desired output key length or lengths (if several keys are being derived at once) should be provided as an input parameter to the KDF. 

It is proposed to look carefully at the key derivation function, to make sure it does not become an artificial constraint on key entropy going forwards (or even worse, a single point of cryptographic failure of the whole 5G system). Solutions which support variable KDFs e.g. a KDF based on SHA-512 or SHA-3, are likely to be complex, since there will need to be negotiation between UE and Serving/Home Network concerning which KDFs are supported. This requires early consideration even if a decision to introduce a new KDF is postponed to a future release. 

9.4 Using 256-bit keys in New RAN with legacy core 
A special concern arises in cases where a new 5G RAN is combined with a legacy LTE core. The gNB could attempt to negotiate 256-bit keys with the UE in such cases, but the core would not be aware of this. It needs to be considered if this approach is workable, or introduces more security problems than it potentially solves.  

10
Study of desired number and types of 256-bit algorithms

10.1 Algorithms identified so far 
The only 256 bit algorithms so-far envisaged are 256 bit variants of AES, SNOW-3G and ZUC. 
An LS to ETIS SAGE will be required to confirm standardization of these together with associated parameter lengths.
10.2 Communicating new supported algorithms 
It is very likely that over the lifetime of 5G (20 years or more), new ciphering and integrity algorithms will be proposed for standardization. The existing 3GPP field identifying supported algorithms contains only 8 bits: 4 of these are already in use, using 3 more to indicate support for 256 bit variants of the existing algorithms leaves only one remaining bit. 

The field for supported algorithms should contain multiple octets. Using the final bit of each octet to indicate that there is a further octet to come seems to be the most efficient solution.
*************** End of Change 1 ****************

