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Decision/action requested

It is requested to approve the proposals in section 4 of this document.
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Discussion
3.1 General

In SA3#88 meeting, an LS from SA2 [1] was received and SA2 agreed that there is a need to define a standardized way to allow a given HPLMN to provide its roaming UEs with information about preferred networks and RAT depending on the UE current location and SA2 also submitted following requirements:

-
A control plane solution is used from the HPLMN to the UE.

-
VPLMN is able to relay this information to the UE.

-
VPLMN shall not be able to alter the information sent by the HPLMN; i.e. UE needs to be able to check the integrity of the information provided to it.

-
UE shall be able to detect if VPLMN alter or remove those information and act accordingly.
In SA3#88Bis meeting, this topic was discussed and an LS was sent to CT1 [2]. The reply LS from CT1 [3] was sent to SA3 and the reply LS answered partially the questions raised by SA3. 
This contribution is intended to firstly discuss the key points which should be addressed by potential solutions for this topic, and secondly propose two solutions based on these key points, and at last evaluate the proposed solutions. 
3.2 Key points to be addressed by potential solutions
3.2.1 When to send the list of PLMN and access technology combinations (denoted as PLMN/AT list in this document)?
In [3], it is stated that:

Sending of this list from the HPLMN to the UE is not often. It typically happens at switch on or recovery from lack of coverage in the VPLMN. Hence normally this list can be sent to the UE during the registration process. If this list is updated by the HPLMN after it was sent to the UE, the HPLMN can send the updated list to the UE at any time (as long as the UE is 5GMM-REGISTERED state) but CT1 expects the operator of HPLMN will not update this list often.

From another perspective, one of the reason to have an alternative control plan solution is that OTA commands over SMS-MT may only take effect the next time the UE makes a PLMN selection, which implies that a control plan solution should be able to send the list during current PLMN registration.

Observation1: A control plane solution shall be able to send the list of PLMN/AT during registration process.
3.2.2 How to prevent the list to be altered by the VPLMN?

To prevent the list to be altered by the VPLMN, the list shall be integrity protected using keys shared between the HPLMN and the UE. 

During registration procedure, keys shared between the HPLMN and the UE are the long term key K, CK/IK generated from the long term key, and the optionally generated KAUSF. So technically the list could be integrity protected using K, IK or another key derived from KAUSF (denoted as KAUSF_int in this document). 

After registration procedure, keys shared between the HPLMN and the UE are the long term key K, and the optionally generated KAUSF. As K is not intented to be used by procedures other than authentication, it is not preferred to use K to protect the list, so KAUSF_int could be used for this purpose.
3.2.3 Where in the UE these messages should terminate?
From security perspective, where the messages are terminated in the UE depends on which key is used to protect the messages. From discussion in 3.2.2, one of K, IK, and KAUSF_int could be used to protect the list. 
When K is used, then only USIM can verify the protected list, this will require changes on the UICC as well as the interface between the ME and the UICC. When IK or KAUSF_int is used, the ME has the corresponding key to verify the message, without impacting the UICC.

In addition, in [3], CT1 agreed the messages should be terminated in the ME. 
Considering CT1 agreement and the impact on UICC, it is better to terminate the messages in the ME.
Observation2: The messages should be terminated in the ME, and IK or KAUSF_int could be used to protect the messages.
3.2.4 How could the UE detect whether the VPLMN has removed the list?
To detect whether the VPLMN has removed the list, some indication should be sent from the HPLMN to the UE and this indication should be linked with other parameters which could not be altered or removed by the VPLMN. In current registration procedure, the only information sent from the HPLMN to the UE and security protected by the HPLMN is the authentication token AUTN (AUTN=SQN⊕AK || AMF || MAC), so AMF in AUTN could be used to carry the indication of the list. As AMF has only bit 0 standardized as the separation bit, one of other bits (bit x in this paper) could be used for this purpose.
Apart from the authentication procedure, there is no other means foreseen for the moment. However, the list could be sent in a general transparent container from the HPLMN to the UE, in which case, it is not realistic for the VPLMN to dig into every container to find and remove the list.
Observation3: AMF in AUTN could be used to indicate whether the list is sent by the HPLMN or not. Alternatively, the list could be contained in a general transparent container sent from the HPLMN to the UE.
3.3 Potential solutions
3.3.1 Solution 1- UDM/ARPF protects the list during primary authentication
From the observations in 3.2, the list should be able to be sent in registration process, IK could be used to protect the list, and AMF in AUTN could be used to indicate whether the PLMN/AT list is sent to the UE or not. This solution is based on these three points.
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Figure 3-1. UDM/ARPF protects the PLMN/AT list during primary authentication
1. The UE registers to the SEAF in the VPLMN, and the VPLMN decides to initiate the authentication procedure as defined in section 6.1.2 of TS 33.501 v0.4.0.

2. The UDM/ARPF decides to send a PLMN/AT list. The UDM/ARPF generates an authentication vector with Authentication Management Field (AMF) bit x = 1 to indicate sending of the list, and protects the list by calculating MAC' using the list, IK and RAND as input parameters.

3. The UDM/ARPF sends the Authentication Information Response message to the AUSF, including the authentication vector, the PLMN/AT list and MAC'.
4. The AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message to the SEAF. Depending on the authentication method chosen by the UDM/ARPF, 5G-AIA has different parameters, however, RAND, AUTN, PLMN/AT and MAC' should be delivered to the SEAF regardless of which method is chosen.
5. The SEAF transfers RAND, AUTN, PLMN/AT and MAC' in the Authentication Request message to the UE.
6. The ME sends RAND and AUTN to the UICC for verification, if the verification succeeds, the UICC sends CK, IK and RES to the ME. The ME verifies whether bit x of AMF is set, if yes, ME verifies whether the PLMN/AT list is delivered to the ME, and if that is the case, ME also verifies the MAC' using IK.
7. If any verification fails in step 6, the UE sends a failure response to the SEAF. 
8. If the PLMN/AT list is received in step 6 and the verifications succeed, the UE initiates a PLMN selection process taking the new list into account. 
3.3.2 Solution 2- AUSF protects the list after primary authentication 

As discussed in section 3.2, AUSF may generate KAUSF during primary authentication. Solution 2 is based on the key points that KAUSF_int could be used to protect the list and the list could be sent in a transparent container through the VPLMN. The solution is demonstrated below when used during registration process, however the solution may also be used after registration process.
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Figure 3-2. AUSF protects the PLMN/AT list after primary authentication
1. The UE registers to the SEAF in the VPLMN, and the authentication procedure is completed.

2. The UE and the AUSF derive KAUSF during the authentication procedure.

3. The UDM/ARPF decides to send a PLMN/AT list to the UE. 

4. The UDM/ARPF sends the list to the AUSF and asks the AUSF to protect the integrity of the list.
5. The AUSF derives KAUSF_int from KAUSF and calculates MAC' from the list.
6. The AUSF sends PLMN/AT and MAC' to the UDM/ARFP.
7. The UDM/ARPF sends PLMN/AT and MAC' in a transparent container to the SEAF.
8. The SEAF transfers the container to the UE in the Registration Accept message.
9. The UE derives KAUSF_int from KAUSF and verifies MAC'.

10. If the verification fails in step 9, the UE sends a failure response to the SEAF. 
11. If the PLMN/AT list is received in step 8 and the verification in step 9 succeeds, the UE initiates a PLMN selection process taking the new list into account. 
3.4 Evaluation of solutions
3.4.1 Pros and cons of solution 1

Pros of solution 1:

-
Reuse of existing authentication procedures, no new message needs to be defined, minimum impact to other 3GPP groups.

-
UE could easily detect whether the VPLMN alters or removes the PLMN/AT list.

-
No need for new key derivation function.

-
The solution takes effect during current PLMN selection and UE could be steered before registration to the VPLMN completes. 

Cons of solution 1；
-
The solution could not be used at any time, however, the list is not updated often and current OTA mechanism could be used to send the list after registrtion. It is not a typical way to have two solutions for one rare case.
3.4.2 Pros and cons of solution 2
Pros of solution 2:

-
The solution could be used at any time after authentication of the UE completes.

-
The solution may be used to transfer other information to the UE.

Cons of solution 2；
-
The solution makes use of KAUSF which is optional to generate, and a new key derivation function from KAUSF needs to be defined.

-
A transparent container needs to be defined.

-
Interaction between AUSF and UDM/ARPF other than Auth Info Req/Resp needs to be defined.

3.4.3 Conclusion

Solution 1 takes effect before authentication to the VPLMN completes with minimus changes and OTA mechanism as complement, while solution 2 could be used at any time after UE registers to the VPLMN with extra effort.
4
Detailed proposal
It is proposed to choose one of the two solutions as baseline to provide end to end security for the delivery of the list of PLMN/access technology combinations, and approve the corresponding companion pCR (S3-173236/S3-173237).
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