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1
Decision/action requested

It is propose to add more security feature for indication, and clarification of indication as information providing to upper layers (for application and user).
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References

[20]
3GPP TS 22.101: "Service aspects; Service principles"

[x]
3GPP TS 33.501 v0.4.0, Security Architecture and Procedures for 5G System
3
Rationale

This contribution clarifies ‘indication’ and ‘any additional security indicators’ (as noted by Editor’s Note) of subclause 5.4.1 ‘Security visibility’ in TS 33.501 [x]. The first Editor’s Note in the subclause is:

Editor's note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

In TS 22.101 [20], cyphering indication related requirement is as follows (clause 14):

	The basic mandatory UE requirements are:

…

-
Ciphering Indicator for terminals with a suitable display;

-
The ciphering indicator feature allows the UE to detect that the 3GPP radio interface ciphering (user plane) is not switched on and to indicate this to the user. The ciphering indicator feature may be disabled by the home network operator setting data in the SIM/USIM. The default terminal behaviour shall be to take into account the operator setting data in the SIM/USIM. However, terminals with a user interface that can allow it, shall offer the possibility for the user to configure the terminal to ignore the operator setting data in the SIM/USIM. If this feature is not disabled by the SIM/USIM or if the terminal has been configured to ignore the operator setting data in the SIM/USIM, then whenever a user plane connection is in place, which is, or becomes un-enciphered, an indication shall be given to the user. In addition, if this feature is not disabled by the SIM/USIM or if the terminal has been configured to ignore the operator setting data in the SIM/USIM, then additional information may also be provided about the status of the ciphering. Ciphering itself is unaffected by this feature, and the user can choose how to proceed;


From the requirement, the ciphering indicator is rather about providing information to user, not about how to provide it, e.g., by display or recorded voices (cf. other indicators in Annex A, such as ‘Country/PLMN indication’, ‘Service Indicator’). Although minimum requirement on user interface could be added for security indication (e.g. “Null ciphering status shall be displayed”), this may be more of implementation issue in practice. More important thing is to ensure that users and applications are provided information on status of security as an improvement, as it was not fully realised in reality (no user interface/indication or information is provided in the most handsets). 

Notice that application is explicitly included in subclause 5.4.1 of TS 33.501 [x], in addition to ‘user’ in TS 22.101 [20], which is another improvement for 5G security, because application may make good use of the information, or human users can get help from applications on security of UE (compared to just providing ciphering status indicator or ciphering detail information to users in the menu somewhere). Therefore, it is proposed to clearly address in TS 33.501 [x], that security information will be provided to user/application.

Second Editor’s Note in the same subclause is:

Editor’s Note: It is FFS whether any additional security indicators are needed.
Current indication only covers the information of whether radio access link is protected or not – if NULL ciphering is applied or not. However, more information on status of security is desirable in case that protection requirement is optional (from regional regulatory reason, operator policy, or redirection by malicious party) or there are multiple choices of strength of security algorithm or key size. Unless security provided the system is guaranteed to be secure, sharing this information (carefully picked by specification or operator choices) will do more good than harm. For the phase 1 of 5G, the following information is suggested to be specified:

· AS confidentiality: (AS confidentiality, Confidentiality algorithm)

· IMSI privacy: (IMSI privacy, null-ciphered/ciphered)

· Primary authentication: (Primary authentication, 5G AKA/EAP-AKA’/both/others)

It is ffs whether to add more features for 5G Phase 1 and more general object is needed for security indication. It is also ffs whether network policy/preference provisioning procedure needs to be specified in 5G Phase 1 (e.g. OMA DM or a separate NAS signalling). 
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)
It is proposed to include the following changes in TS 33.501 [x]. 
*** Change Proposal ***

5.4.1
Security visibility

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application’s concern, greater visibility of the operation of following security feature shall be provided:

-
 
· AS confidentiality: (AS confidentiality, Confidentiality algorithm)

· IMSI privacy: (IMSI privacy, null-ciphered/ciphered)

· Primary authentication: (Primary authentication, 5G AKA/EAP-AKA’/both/others)

The UE shall provide above security information to upper layer for the user or application.
NOTE: This requirement is based on the ciphering indicator feature is specified in 3GPP TS 22.101 [20].


Editor’s Note: It is ffs whether to add more features for 5G Phase 1 and more general object is needed for security indication.

Editor’s Note: It is ffs whether network policy/preference provisioning procedure needs to be specified in 5G Phase 1 (e.g. OMA DM or a separate NAS signalling).
*** End of Change Proposal ***

