
3GPP TSG SA WG3 (Security) Meeting #89
S3-173206
November 27 – December 1, 2017, Reno, USA
revision of S3-17xabc
Source:
Huawei; Hisilicon
Title:
Adding Management Plane Protection Requirement to 7.2
Document for:
Approval 
Agenda Item:
7.2.12
1
Decision/action requested

It is proposed to approve the changes in clause 7.2 for inclusion in TS 33.501.
2
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3
Rationale

We propose to add requirements for management plane protection in Clause 7.2.
4
Detailed proposal

*************** Start of Change 1 ****************
7.2
Security procedures on N2

Editor's Note: includes equivalent of S1-MME messages, like key transport to base station, as well as message protection, i.e. backhaul link security)

N2 is the reference point between the AMF and the 5G-AN. It is used, among other things, to carry NAS signalling traffic between the UE and the AMF over 3GPP and non-3GPP accesses.

In order to protect the N2 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

For management plane protection the requirements in clause 5.2.4 apply.

If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header’s DSCP, the resulting traffic may be reordered to the point where the receiving node’s anti-replay check discards the packet.  If different DSCPs are used on the encapsulating header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as is specified in RFC 4301 [6].

Other 3GPP specifications may specify other security mechanisms and certificate profiles for specific types of eNBs for the case when the management traffic is not carried over the same backhaul link as N2 traffic. If other security mechanisms are specified, they shall provide mutual authentication based on certificates, as well as confidentiality, integrity and replay protection. These functions shall have at least equal strength as that provided by the use of IKEv2/IPsec.

NOTE X:
In case the N2 management plane interfaces are trusted (e.g. physically protected), the use of protection based on IPsec/IKEv2 or equivalent mechanisms is not needed
NOTE Y: The requirements stipulated here are also applicable to management plane traffic that is carried over the same midhaul link as F1 or other midhaul/backhaul links.
*************** End of Change 1 ****************
