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1
Decision/action requested

It is kindly requested to approve this doc
2
References

N/A
3
Rationale

This contribution add three requirements under section of multiple registrations in different PLMNs
As two N1 interfaces ending at the same AMF, there is no need to maintain two sets of NAS keys both at the UE side and the AMF side. This will increase the complexity both at UE and AMF side.

The second requirement has agreed in the last SA3 meeting.

The third requirement is added for reminding that there is a chance when two NAS COUNTs are same, which will result in the same key streams. The anti-replay attack scheme will be invalid in this scenario.
4
Detailed proposal
*************** Start of Change 1 ****************
6.3.4.2
Multiple registrations in the same PLMN

NAS keys are shared between two legs.

Two different NAS COUNT shall be used for different legs.

The encryption mechanism and integrity mechanism shall consider replay attack in case that two NAS COUNTs are identical.
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
6.6.2.2
Multiple active NAS connections in the same PLMN’s serving network

TS 23.501 has a scenario when the UE is registered to a serving network via 3GPP access and non-3GPP access at the same time.  In this scenario, the UE and the AMF maintain two N1 interfaces at the same time. As described in clause 6.3.4.2, the NAS keys are shared between two legs. Two different NAS COUNTs shall be used for different legs. The NAS integrity mechanism and NAS encryption mechanism shall has a scheme for replay attack in case that two NAS COUNTs are identical.
*************** End of Change ****************
