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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

[1]
3GPP TS 33.401: 3GPP System Architecture Evolution (SAE); Security architecture
[2]
3GPP TS 33.501: Security Architecture and Procedures for 5G System
3
Rationale

This contribution adds the context of subclause 8.2.1.1.1. The changes proposed in subclause 8.2.1.1.1 is mainly from TS 33.401 with modification to adapt to 5G. The abbreviation of UICC is also added in subclause 3.3. 
4
Detailed proposal

*************** Start of Change 1 ****************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AES
Advanced Encryption Standard

AIA
Authentication Initiation Answer

AIR
Authentication Information Request

AIR
Authentication Information Response

AIR
Authentication Initiation Request

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation.

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector

CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System

GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange

LI
Lawful Intercept

MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 
NDS
Network Domain Security

NG
Next Generation

NR
New Radio

NSSAI
Network Slice Selection Assistance Information
PDN
Packet Data Network

QoS
Quality of Service 
RES
RESponse

SEAF
SEcurity Anchor Function

SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN Id
Serving Network Identifier
SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

Editor's Note: SIDF, SUCI, and SUPI will be updated after getting response from SA WG2.

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

UICC 
Universal Integrated Circuit Card
ULR
Update Location Request

UP
User Plane

UPF
User Plane Function
USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
8.2.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED
Editor’s Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.5.1, which is about Transition to EMM-DEREGISTERED.

There are different reasons for transition to the RM-DEREGISTERED state. If a NAS messages leads to state transition to RM-DEREGISTERED, it shall be security protected by the current 5G NAS security context (mapped or native), if such exists in the UE or AMF.

NOTE:
The present specification only considers the states RM-DEREGISTERED and RM‑REGISTERED and transitions between these two states.
Editor’s Note: This specification needs to be updated if CT1 defines additional RM states.
On transitioning to RM-DEREGISTERED, the UE and AMF shall do the following:

1. If they have a full non-current native 5G NAS security context and a current mapped 5G NAS security context, then they shall make the non-current native 5G NAS security context the current one.

2. They shall delete any mapped or partial 5G NAS security contexts they hold.

Handling of the remaining authentication data for each of these cases are given below: 

1.
Registration reject: All authentication data shall be removed from the UE and AMF

2.
Deregistration:

a.
UE-initiated

i.
If the reason is switch off then all the remaining authentication data shall be removed from the UE and AMF with the exception of:

-
the current native 5G NAS security context, which should remain stored in the AMF and UE, and

-
any unused authentication vectors, which may remain stored in the AMF.

ii.
If the reason is not switch off then AMF and UE shall keep all the remaining authentication data. 

b.
AMF-initiated

i.
Explicit: all the remaining authentication data shall be kept in the UE and AMF if the deregistration type is re-registration.

ii.
Implicit: all the remaining authentication data shall be kept in the UE and AMF. 

c.
UDM-initiated: If the message is "subscription withdrawn" then all the remaining authentication data shall be removed from the UE and AMF.

Storage of the full native 5G NAS security context, excluding the UE 5G security capabilities and the keys KNASint and KNASenc, in the UE when the UE transitions to RM-DEREGISTERED state is done as follows: 

a)
If the ME does not have a full native 5G NAS security context in volatile memory, any existing native 5G NAS security context stored on the UICC or in non-volatile memory of the ME shall be marked as invalid. 

b)
If the USIM supports RM parameters storage, then the ME shall store the full native 5G NAS security context parameters on the USIM (except for KNASenc and KNASint), mark the native 5G NAS security context on the USIM as valid, and not keep any native 5G NAS security context in non-volatile ME memory. 

c)
If the USIM does not support RM parameters storage, then the ME shall store the full native 5G NAS security context (except for KNASenc and KNASint) in a non-volatile part of its memory, and mark the native 5G NAS security context in its non-volatile memory as valid.

Editor’s Note: This specification needs to be updated if CT1 defines the handling of the remaining authentication data for the case that the AMF or the UE enter RM-DEREGISTERED state without using any of the above procedures.

*************** End of Change 2 ****************
