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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

N/A
3
Rationale

Since it is agreed to use NEA0 and NIA0 for unauthenticated IMS emergency session, this contribution adds the requirement of NEA0 and NIA0 to the UE, gNB and AMF part of TS 33.501. It also corrects the name of algorithms in annex which hadn’t been treated when copied from TS 33.401 and aligns the terms of “unauthenticated IMS emergency sessions” which has been written into the specification on SA3#88b.
4
Detailed proposal
***
BEGIN THE FIRST CHANGE
***

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on support and usage of integrity protection

The UE shall support integrity protection of user data between the UE and the gNB.

The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.
The UE may implement the following integrity protection algorithm:

128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
***
END OF THE FIRST CHANGE
***
***
BEGIN THE  SECOND CHANGE
***

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on support and usage of integrity protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.

The gNB may implement the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use.

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.
Implementation of NIA0 in gNB is optional, NIA0, if implemented, shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
***
END OF THE SECOND CHANGE
***

***
BEGIN THE  THIRD CHANGE
***

5.3.3
Signalling data integrity 

5.3.3.1
Requirements on support of integrity protection

The AMF shall support integrity protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:

-
128-NIA1, 128-NIA2 as defined in subclause 5.6.2 of the present document.

The AMF may support the following integrity protection algorithm:

-
128-NIA3 as defined in subclause 5.6.2 of the present document.

Integrity protection of the user data between the UE and the gNB is optional to use.

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's Note: The list of exceptions is FFS.
Implementation of NIA0 in AMF is optional, NIA0, if implemented, shall be disabled in AMF in the deployments where support of unauthenticated emergency session is not a regulatory requirement.
***
END OF THE THIRD CHANGE
***
***
BEGIN THE  FOURTH CHANGE
***

6.8.1
Subscription permanent identifier 

Editor's Note: Most of the content of the present subclause is related to the SUCI. This conflicts with the title of the subclause (that refers to SUPI). 

In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI as defined in 3GPP TS 23.501 [2]. The SUCI is a privacy preserving identifier containing the concealed SUPI. 

The UE shall include a SUCI only to the following 5G NAS messages:

-
If the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message. 

Editor's Note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate a SUCI using "null-scheme" with the following exceptions:

-
If the UE is making an unauthenticated emergency session and it does not have a 5G-GUTI to the chosen PLMN. 

-
If the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate a SUCI using "null-scheme".

- 
If the home network has not provisioned the public key needed to generate a SUCI. 

Editor's Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

Editor's Note: Privacy provisioning is FFS. 

Editor's Note: The emergency services are FFS.
***
END OF THE FOURTH CHANGE
***

***
BEGIN THE  FIFTH CHANGE
***

10.2.2
Unauthenticated IMS Emergency Sessions

10.2.2.1
General

There are many scenarios when an unauthenticated Emergency Session may be established without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. For example:

a)
UEs that are in Limited service state UEs, as specified in clause 3.5 in TS 23.122

b)
UEs that have valid subscription but SN cannot complete authentication because of network failure or other reasons

TS 23.401 Clause 4.3.12.1 identifies four possible network behaviours of emergency bearer support. Amongst these, the following two cases are applicable for unauthenticated emergency sessions:

a.
IMSI required, authentication optional. These UEs must have a SUPI. If authentication fails, the UE is granted access and the unauthenticated SUPI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs).

b.
All UEs are allowed. Along with authenticated UEs, this includes UEs with a SUPI that can not be authenticated and UEs with only an IMEI. If an unauthenticated SUPI is provided by the UE, the unauthenticated SUPI is retained in the network for recording purposes. The IMEI is used in the network to identify the UE.

The network policy is configured to one of the above, and accordingly determine how emergency requests from the UE are treated.

If the ME receives a NAS SMC selecting NIA0 (NULL integrity) for integrity protection, and NEA0 (NULL ciphering) for encryption protection, then:

- 
the ME shall mark any stored native 5G NAS security context on the USIM /non-volatile ME memory as invalid; and 

- 
the ME shall not update the USIM/non-volatile ME memory with the current 5G NAS security context. 

These two rules override all other rules regarding updating the 5G NAS security context on the USIM/non-volatile ME memory, in this specification.

If NIA0 is used, and the NAS COUNT values wrap around, and a new KAMF has not been established before the NAS COUNT wrap around, the NAS connection shall be kept. 

NOTE:
For unauthenticated IMS emergency sessions, NIA0, i.e., null integrity algorithm, is used for integrity protection. Additionally, as the NAS COUNT values can wrap around, the initialization of the NAS COUNT values are not crucial. Uplink and downlink NAS COUNT are incremented for NAS message that use NIA0, as for any other NAS messages.

A UE without a valid 5G subscription shall at an IRAT handover to 5G, when an IMS Emergency Service is active, be considered by the AMF to be unauthenticated. In such a scenario, NIA0 shall be used in 5G after handover if the target network policy allows unauthenticated IMS Emergency Sessions. 

A handover from 5G to another RAT, of an unauthenticated IMS Emergency Session, shall result in an unauthenticated IMS Emergency Session in the other RAT.
10.2.2.2
UE sets up an IMS Emergency session with emergency registration

UEs that are in limited service state (LSM) request emergency services by initiating the Registration procedure with the indication that the registration is to receive emergency services, referred to as Emergency Registration. 

UEs that had earlier registered for normal services but now cannot be authenticated by the serving network, shall initiate Emergency Registration procedure to request emergency services.

It shall be possible to configure whether the network allows or rejects an emergency registration request and whether it allows unauthenticated UEs to establish bearers for unauthenticated IMS emergency sessions or not.

The AMF may attempt to authenticate the UE after receiving the emergency registration request. 

If authentication failed in the UE during an emergency registration request, the UE shall wait for a NAS SMC command to set up an unauthenticated emergency bearer. 

If authentication failed in the serving network and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF shall proceed as with the normal initial registration requests. The AMF shall reject the unauthenticated emergency bearer setup request from the UE.

If authentication failed in the serving network and if the serving network policy allow unauthenticated IMS Emergency Sessions, then the AMF shall support unauthenticated emergency bearer setup and the behaviours of the UE and the AMF are as described below.

a) UE behaviour: 

After sending Emergency Registration request to the serving network the UE shall know of its own intent to establish an unauthenticated IMS Emergency Session. 

The UE shall proceed as specified for the non-emergency case in except that the UE shall accept a NAS SMC selecting NEA0 and NIA0 algorithms from the AMF.

NOTE: In case of authentication success the AMF will send a NAS SMC selecting algorithms with a non-NULL integrity algorithm, and the UE will accept it.

b) AMF behavior:

After receiving Emergency Registration request from the UE, the AMF knows of that UE’s intent to establish an unauthenticated IMS Emergency Session. 

-
If the AMF cannot identify the subscriber, or cannot obtain authentication vectors (when SUPI is provided), the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE. 

-
After the unsuccessful verification of the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.

-
After the receiving of both, the Emergency Registration request and the failure message from the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.

Editor’s Note: Error message depend on the primary authentication method used. It is ffs which message is used by the UE to indicate authentication failure.
10.2.2.3
Key generation for Unauthenticated IMS Emergency Sessions

10.2.2.3.1
General

An unauthenticated UE does not share a complete 5G NAS security context with the network as there has been no successful primary authentication run between the UE and the AMF. When the UE and the AMF does not share the security context the only possibility for an AMF that allows unauthenticated IMS Emergency Sessions is to run with the NULL integrity algorithm NIA0 and the NULL ciphering algorithm NEA0. 

When there has been no successful run of Primary authentication of the UE, the UE and the AMF independently generate the KAMF in an implementation defined way and populate the 5G NAS security context with this KAMF to be used when activating a 5G NAS security context. All key derivations proceed as if they were based on a KAMF generated from a successful Primary authentication run.

Even if no confidentiality or integrity protection is provided by NIA0 and NEA0, the UE and the network treat the 5G security context with the independently generated KAMF as if it contained a normally generated KAMF.
10.2.2.3.2
Handover

Editor’s Note: It is FFS how the keys generated for unauthenticated IMS Emergency sessions are used during the various handover scenarios in 5G.
***
END OF THE FIFTH CHANGE
***

***
BEGIN THE  SIXTH CHANGE
***

D.1
Null ciphering and integrity protection algorithms

The NEA0 algorithm shall be implemented such that it generates a KEYSTREAM of all zeroes (see subclause D.2.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The NIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I/NAS-MAC and XMAC-I/XNAS-MAC of all zeroes (see subclause B.2.1). Replay protection shall not be activated when NIA0 is activated. All processing performed in association with integrity (except for replay protection) shall be exactly the same as with any of the integrity algorithms specified in this annex except that the receiver does not check the received MAC. 

NOTE 1: The reason for mentioning the replay protection here is that replay protection is associated with integrity. 

NIA0 shall be used only for unauthenticated emergency sessions for unauthenticated UEs in LSM.

NOTE 2: a UE with a 2G SIM is considered to be in LSM in NR.

NOTE 3: NEA0 and NIA0 provide no security.
***
END OF THE SIXTH CHANGE
***

