3GPP TSG-SA WG3 Meeting #89 
S3-173135
27 Nov - 1 Dec 2017, 2017, Reno, Nevada
















	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.401
	CR
	????
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:

	Solution for UP algorithm negotiation and activation for ENDC

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	SA3

	
	

	Work item code:
	EDCE5
	
	Date:
	2017-1009

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	EN-DC has been introduced and hence there is a need to add security procedure for separated RRC and UP algorithms negotiation and activation.

	
	

	Summary of change:
	The CR adds a method for ENDC UP algorithms negotiation and activation:
1. It follows the 5G phase 1 agreement of allowing the flexibality to negotiate RRC and UP encryption and integrity algorithms independently.

2. It provide a mechanism that utilize the UP integrity lagorithm negotiation to indicate to the UE when UP activation is not allowed.

	
	

	Consequences if not approved:
	There will be no forward compatibility for security algorithms negotiation and activation procedure from EN-DC to NGEN-DC.

	
	

	Clauses affected:
	E.1.3, E.3.3, E.3.10.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*************** Start of Change 1 ****************
E.3.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB
The dual connectivity procedure with activation of encryption/decryption of Split and/or Non-Split SCG DRB(s) and/or activation of encryption/decryption and integrity protection of an SCG SRB follows the steps outlined on the Figure E.3.3-1.
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Figure E.3.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
Before the MeNB decides to use dual connectivity for some DRB(s) and/or an SRB with the SgNB, the MeNB by checks whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. When connected to EPC, the MeNB shall indicate to the SgNB that UP integrity protection shall not be activated. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. 
NOTE 1: During the Attach and TAU procedures, the MME determines whether the UE has access rights to NR as a secondary RAT (see TS 23.401 [2]). The MME provides the MeNB with the UE’s NR security capability and the information on access right to NR in the S1-AP Initial UE Context message (see TS 36.413 [42]) during the RRC Connection Establishment procedure, i.e., the information is stored in MME and sent with initial context setup message to MeNB.

3.
The SgNB allocates the necessary resources and chooses the ciphering algorithm for the DRB(s) and the ciphering algorithm for SRB which has the highest priority from its configured encryption algorithm list and is also presented in the UE NR security capability. SgNB also allocates an integrity algorithm for SRB if an SRB is to be established and an integrity algorithm for DRB(s) which has the highest priority from its configured list and is also present in the UE NR security capability. If SgNB receives an indication that UP integrity shall not be activated, SgNB shall use the reserved value of “1111” in the UP integrity algorithm ID to indicate to the UE that UP integrity is not supported and shall not be activated. If a new S-KgNB was delivered to the SgNB, then the SgNB calculates KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be established. 
4.
The SgNB sends SgNB Addition Request Acknowledge to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm(s) to serve the requested DRBs and/or SRB for the UE. 
5.
The MeNB sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SgNB. The MeNB shall include the SCG Counter parameter to indicate that the UE shall compute the S-KgNB for the SgNB if a new key is needed. The MeNB forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SgNB in step 4) to the UE (see section E.3.4.3 for further details). 
NOTE 2: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCG Counter cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC Connection Reconfiguration Command. The UE shall compute the S-KgNB for the SgNB if an SCG Counter parameter was included. The UE shall also compute KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc for the associated assigned DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates the chosen encryption/decryption and integrity protection at this point. If the UP integrity algorithm ID is set to “1111”, the UE shall consider UP integrity protection is not required and shall not activate UP integrity protection.
7. MeNB sends SgNB Reconfiguration Complete to the SgNB over the Xx-C to inform the SgNB of the configuration result. On receipt of this message, SgNB may activate the chosen encryption/decryption and integrity protection with UE. If SgNB does not activate encryption/decryption and integrity protection with the UE at this stage, SgNB shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE.
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
E.3.10.1
General

Editor's note: Once the 5G security specification is ready, the below text may be replaced with something like "The ciphering and integrity algorithm for use between a UE and an SgNB are described in TS 33.501" and the below technical description may be moved to TS 33.501. 
The ciphering protection shall be applied between the UE and gNB at the PDCP layer. The integrity protection shall be applied to the SRB between the UE and gNB at the PDCP layer.
The inputs to the integrity and ciphering algorithms are the same as the input for the algorithms in LTE. Both the UE and SgNB shall support the following algorithms

5G-EA0 which is the same as EEA0 for both RRC and UP confidentiality
5G-EA1 which is the same as 128-EEA1 for both RRC and UP confidentiality
5G-EA2 which is the same as 128-EEA2 for both RRC and UP confidentiality
5G-IA0 which is the same as EIA0 for RRC integrity protection
5G-IA1 which is the same as 128-EIA1 for RRC integrity protection
5G-IA2 which is the same as 128-EIA2 for RRC integrity protection
Both the UE and SgNB may support the following algorithms

5G-EA3 which is the same as 128-EEA3 for both RRC and UP confidentiality
5G-IA3 which is the same as 128-EIA3 for RRC integrity protection and UP integrity protection
5G-IA0 which is the same as EIA0 for UP integrity protection
5G-IA1 which is the same as 128-EIA1 for UP integrity protection
5G-IA2 which is the same as 128-EIA2 for UP integrity protection

NOTE : 
The UP integrity protection is not activated in SgNB when connected to EPC. The UE that can only access the EPC, and the SgNB that is only connected to EPC does not need to support UP integrity algorithms. The gNb use reserved “1111” in integrity algorithm indentifer to indicate “UP integrity protection” is not supported.
Editor’s note: For NR PDCP, it is possible that the bearer ID will be 6-bits as opposed to the 5-bit bearer ID that is used in LTE. This means that while the NR security algorithms may be able to use the same core function as the LTE security algorithms, the input values will need to be different to account for a 6-bit bearer ID is used as an input. Discussion with ETSI SAGE (for the definition of the input) and RAN2 (to confirm the parameters) have started.

*************** End of Change 3 ****************
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