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*************** End of Change 1 ****************
*************** Start of Change 2 ****************
E.3.3
Activation of encryption/decryption of DRBs and encryption/decryption/integrity protection of SRB
The dual connectivity procedure with activation of encryption/decryption of Split and/or Non-Split SCG DRB(s) and/or activation of encryption/decryption and integrity protection of an SCG SRB follows the steps outlined on the Figure E.X.3-1.
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Figure E.X.3-1. SgNB encryption/decryption and integrity protection activation 

1.
The UE and the MeNB establish the RRC connection.

2.
Before the MeNB decides to use dual connectivity for some DRB(s) and/or an SRB with the SgNB, the MeNB checks whether the UE has NR capability and is authorized to access NR. The MeNB sends SgNB Addition Request to the SgNB over the Xx-C to negotiate the available resources, configuration, and algorithms at the SgNB. The MeNB computes and delivers the S-KgNB to the SgNB if a new key is needed. The UE NR security capability shall also be sent to SgNB. 

······
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
E.3.X
UE’s NR Security Capabilities Protection
E.3.X.1
Initial context setup
If during the UE attach procedure to LTE the UE receives all UE security capabilities replayed in NAS SMC message except the UE NR security capabilities, the UE shall not consider this as a possible bidding-down attack and shall continue the attach procedure. 

If the UE NR security capabilities is available at the MME, the MME shall send the UE NR security capabilities to the eNB during initial Attach. 

If the eNB does not receive the UE NR security capabilities from the MME, the eNB shall set the “UE NR Capabilities Mismatch” flag in the RRC Connection Reconfiguration.
If the UE receives an indication “UE NR Capabilities Mismatch” in the RRC Connection Reconfeguration message during the attach procedure, the UE shall include its NR security capabilities in the RRC Connection Reconfeguration Complete being sent to the MeNB.
E.3.X.2
S1 handover
If the Target MeNB receives UE support ENDC as in UE LTE Radio capabilities and the UE is authroized for ENDC service as in the Restrictions list but it does not receive the UE NR security capabilities nor the UE NR Radio capabilities as part of the UE context from the Target MME, the MeNB shall not start adding the SgNB until the S1 handover is completed.
If the UE NR security capabilities is available at the target MME, the target MME shall send the UE NR security capabilities to the target eNB in the Handover Request message. 
If the Target MeNB does not receive the UE NR security capabilities as part of the UE context from the Target MME, the MeNB shall include a flag “UE NR Capabilities Mismatch” in the Handover Request Acknowledge message to be passed to the UE.
If the UE receives an indication “UE NR Capabilities Mismatch” in the Handover Command message, the UE shall include its NR security capabilities in the Handover Confirm message being sent to the target MeNB. After the S1 handover is complete, the target MeNB shall use the UE NR security capabilities which was received in the Handover Confirm message when adding the SgNB.
The UE shall send the UE NR security capabilities to the MME in the following TAU procedure.
Editor’s Note: Whether the UE can include its UE NR Radio capability in the Handover Confirm message depends on RAN2 feedback and recommendation.
E.3.X.3
X2 handover
If the UE NR security capabilities is available at the source eNB, the source eNB shall send the UE NR security capabilities to the target eNB in the Handover Request message.

If the Target MeNB does not receive the UE NR security capabilities from the source eNB, the Target MeNB shall NOT start the process of adding the SgNB until the X2 handover is complete.
If the Target MeNB does not receive the UE NR security capabilities as part of the UE context from the source eNB in the Handover Request message, the MeNB shall set a flag “UE NR Capabilities Mismatch” in the Handover Request Acknowledgement message. This flag to be passed to the UE.
During X2 handover, if the UE receives an indication “UE NR Capabilities Mismatch” in the RRC Connection Reconfiguration message, the UE shall uinclude its NR security capabilities in RRC Connection Reconfig Complete messagebeing sent to the target MeNB.
After X2 handover is complete, the target MeNB shall use the UE NR security capabilities received in the RRC Connection Reconfig Complete message when adding the SgNB and shall send the received UE NR security capabilities to the MME in the Path Switch message.
Editor’s Note: Whether the UE can include its UE NR Radio capability in the RRC Connection Reconfig Complete message depends on RAN2 feedback and recommendation.
*************** End of Change 3 ****************
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