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Decision/action requested

The discussion paper summarizes the threat, foreseen solution and related contribution.
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Rationale

Intro
TS 33.501 includes the following editor's note:

Editor's Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.
Several contributions from Nokia, but also other companies, depend on the decision whether the visited network should be allowed to change the UE behaviour. This discussion paper provides arguments why Nokia believes that the visitied network should implement this feature.

Threat scenario

The operator of a 5G system can configure the UE to send SUCI with a certain encryption scheme. This could be a non-null encryption scheme (several crypto systems are possible here) or a null-encryption scheme. The latter case may be caused by the home network operator policy or regulation in the jurisdiction of the home network that do not allow to use crypto.

But it may also be the case that the visited network operator policy or regulation in the jurisdiction of the visited network disallows the use of non-null encryption schemes. Allowing the UE to send a SUCI could be seen as allowing a UE to communicate with the home network via an encrypted channel, and the visited network may want to generally forbid this. 

It may well be that such a behaviour of a visited network is not required from a standardization point of view, not even for LI purposes; but it would suffice for endangering the enhanced privacy afforded by the SUCI concept if a single visited network in the world decided to forbid non-null SUCIs. This is so because a UE would then have the choice of not being able to obtain service or go ahead with sending the SUPI. In practice, the choice will be mostly in favour of obtaining service. This then means that UEs will send the SUPI upon request by a visited network. And if no such request from the visited network is standardized (e.g. because no operator present in 3GPP raised this issue) then there will likely be non-standard solutions implemented in the UE so that the UE will send the SUPI upon registration rejection from certain visited network.
This would then open inroads for SUPI catchers: the MCC+MNC of such a visited network not allowing non-null SUCI encrpytion would become publicly known, and a false network-in-a-box could present itself to the UE with this MCC+MNC. The UE would then oblige and send the SUPI, undermining the valued of the subscriber identity privacy enhancement in 5G. 

Resolution

We therefore propose that a visited network requesting a null-encrypted SUCI needs to present to the UE a recent authorization for doing so and that this authorization information is signed by the home network. 

A mechanism is needed to allow both, UE to keep its privacy whenever possible if configured to use privacy, and AMF to request the UE to switch to no privacy support if the visited network has a policy of not allowing “non-null-SUCIs”. 
Overview of the contribution S3-173311 “Procedure for mandating null-scheme SUCI”, a merger of 2363 and 2357 by KPN/Nokia, related to the resolution as described above.
The UE provides an authorization proof challenge in the registration message when registering using a non-null-SUCI. In 3311 it is suggested that the SUCI is sufficient as the challenge as long as it is freshly generated.

If the serving network has a policy of not allowing non-null SUCIs, then the AMF forwards this authorization proof challenge, but not the SUCI to the home network and requests the home network to provide authorization proof info. This info is then used by the serving network to show that the serving network is authorized to request a SUPI from the UE. 
The home network then checks the policy that applies to the requesting serving network (where this policy must have been agreed as part of the roaming agreement). If the request from the serving network is legitimate, then the home network computes the authorization proof info. This computation includes the authorization proof challenge from the UE to show the authorization is recent. 
When the AMF obtains such authorization proof info, the AMF includes it as part of a message “null-scheme mandated” to the UE requesting to use a null-SUCI. Based on the provided authorization proof info, the UE can decide, whether to provide a null-SUCI to the AMF or to use a different PLMN for registering with the non-null-encrypted SUCI. 

Note that the message from the AMF to the UE requesting to use a null-scheme SUCI could simply send a registration reject message with a specific error code; the authorization proof info would still be needed e.g. added to this reject message) to allow the UE to make a conscious decision on whether to send a null-SUCI. The precise message exchange is for stage 3 to decide.
It is ffs whether the SUCI format shall include a field for an authorization proof challenge for allowing the AMF to request a null-SUCI, whether this challenge should be sent separately, or whether the real-encrypted SUCI is sufficient for this purpose. 

4
Detailed proposal

· Decide on enabling the “null-scheme mandated” message by the visited network to the UE for null-SUCI request.
· Endorse the authorization proof solution for avoiding the AMF cheating threat (null-scheme authorization & authorization proof message). 

· If no separate message for null-SUCI request by VN to the UE is wanted, decide on wether to use the authorization proof solution by its own can be used and how to provide the authorization info to the UE in this case (since only then the UE can make a conscious decision on what to do in case of a reject).
