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Decision/action requested
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Rationale

Proposal 1:

The figure is modified in order to align with the current description. This change is based on the assumption that the SIDF is co-located in an AUSF.
Proposal 2:

Removing the following editor note:

Editor's Note: It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM.
The SIDF should be co-located in an AUSF for the reason of DoS attacks. If the SIDF is co-located in an AUSF, the DoS attack affects only AUSF instead of AUSF and UDM. On the other hand, SIDFs can be distributed in multiple AUSFs, which is beneficial to improve system efficiency.
It is proposed to add following sentences into the clause 6.1.1.1.
The 5G system also supports a privacy protection feature that can conceal the subscription identifier during UE registration procedure through SUCI. SUCI is a privacy preserving identifier containing the concealed SUPI. SUCIs are de-concealed by a home network function called SIDF.
3
Detailed proposal
*** BEGIN CHANGES ***
6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF to the SEAF.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

In addition, the 5G security architecture, an authentication run may also result in a key called the KAUSF left at the AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use.
NOTE 1:
This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access (this is possible according to TS 23.501 [2]).

NOTE 2:
A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA'. 

Editor's Note: The details of an authentication procedure using a key left at the AUSF are FFS. They can be found in clause TBD.
NOTE 3:
In the present release, EAP-AKA' and 5G AKA are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in subclause 6.1.3 of the present document. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

The 5G system also supports a privacy protection feature that can conceal the subscription identifier during UE registration procedure through SUCI. SUCI is a privacy preserving identifier containing the concealed SUPI. SUCIs are de-concealed by a home network function called SIDF.
*** NEXT CHANGES ***
6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in Figure 6.1.2-1.  
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with a UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUPI, SUCI or 5G-GUTI in the registration procedure.
The SEAF shall send an Authentication Initiation Request (5G-AIR) message to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR message if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE 1:
In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR message shall contain either:

-
a Subscription Concealed Identifier (SUCI); or

-
a UE's Subscription Permanent Identifier (SUPI), as defined in TS 23.501 [2].
The SEAF shall include the SUPI in the 5G-AIR message in case the SEAF has a valid 5G-GUTI, and re-authenticates the UE.
Editor's Note: It is FFS how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain:

-
an indication of whether the authentication is meant for 3GPP access or non-3GPP access; and

-
the serving network name, as defined in subclause 6.1.1.4 of the present document.


Upon receiving the 5G-AIR message, the AUSF shall determine the SUPI of the subscriber. In case a SUCI is received in the 5G-AIR, the AUSF shall send the SUCI to a SIDF for de-concealing the SUPI.
NOTE 2:
The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

NOTE 3:
The SIDF is co-located with the AUSF in the present release of this specification,
The AUSF shall furthermore:

-
check that the requesting SEAF in the serving network is entitled to use the serving network name in the 5G-AIR;
-
send an Authentication Information Request (Auth Info-Req) to the UDM/ARPF including the following information:

-
the SUPI;

the serving network name;

-
an indication of whether the authentication is meant for 3GPP access or non-3GPP access;

-
the number of AVs requested, in case the AUSF is configured to run 5G-AKA.

Upon reception of the Auth Info-Req, the UDM/ARPF shall choose the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access, the ARPF may choose EAP-AKA' (subclause 6.1.3.1) or 5G AKA (subclause 6.1.3.2). If the access type is non-3GPP access, the ARPF shall choose EAP-AKA' (subclause 6.1.3.1).

Editor's Note: The current text in this clause restricts the use of 5G AKA to authentication over 3GPP access. This restriction needs to be re-visited once SA2 have taken their decision on the method for registration over untrusted non-3GPP access. If the method ‘NAS-over-EAP-5G’ is chosen by SA2 then the restriction can be removed. The changes to the present clause 6.1.2 that would be needed to remove the restriction can be found in S3-171958.
*** END OF CHANGES ***
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