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1
Decision/action requested

It is requested that SA3 accept this solution as input to TR 33.880
2
References

3
Rationale

This pCR identities the key issues assoicated with interworking key management.

4
Detailed proposal

************************ Start of change 1 *********************************
5.8.x
Key Issue #7.x: Interworking key management
5.8.x.1
Issue details

Interworking keys may be home to the 3GPP mission critical domain or the interworking keys may be home to the non-3GPP system.  When interworking keys are home to the 3GPP mission critical domain, 3GPP key distribution mechanisms are used.  When interworking keys are home to the non-3GPP system, interworking key management messages are transported between the interworking capable 3GPP UEs and the interworking function (IWF).
To support interworking key management between a non-3GPP system and 3GPP interworking UEs, key management messages need to be protected between 3GPP interworking UEs and the interworking function (IWF).
5.8.x.2
Security threats

The following security threats are applicable in this issue:

-
Eavesdropping – Key management messages passing between the IWF and 3GPP interworking UEs may be intercepted exposing the key material or other private information. 
-
Man in the middle attacks – MIM attacks may allow an attacker to intercept key management messages exposing the key material or other private information.

-
Impersonation – An attacker may attempt to impersonate a legitmate user causing the key management source to provide key management messages or other private information to the attacker exposing the key material or other private information.
5.8.x.3
Potential security requirements

[MCSEC-7.x-1]
Key management messages transferred between the IWF and a 3GPP interworking UE shall be confidentiality protected and may be integrity protected.
[MCSEC-7.x-2]
When required by the mission critical operator, application signaling information transferred between the IWF and a 3GPP interworking UE shall be confidentiality protected and may be integrity protected.
[MCSEC-7.x-3]
The 3GPP interworking MC user shall be authenticated and authorised for interworking using 3GPP identity management user authentication and user authorization methods.
************************  End of change 1 *********************************
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