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****************** Start of 1st change *******************
4.3.5.2
Media security for group communications.

Media security for groups is secured by establishing a shared group security context between group members. Key distribution for the group security context is performed by a Group Management Server. The Group Management Server sends a group key and group security parameters as part of group management. 

Group keys and security parameters are encrypted by the Group Management Server to individual MC users that are members of the group. The Group Management Server may choose to distribute the group key to MCX Server(s) to allow the media mixing function within the MCX Server(s) to be used. MC users and MCX servers require identity keying by a KMS prior to performing group management.

Figure 4.3.5.2-1 provides an overview of the group keying process. Details of the process may be found in clause 5.7.
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Figure 4.3.5.2-1: Group keying for media security

Once a group key has been shared with MC users, keys are derived from that group key to protect media (and control signalling when the UE is offline). 

For MCPTT and MCVideo (specifically RTP), key derivation is based on the MCPTT users' identity, hence every member of the group encrypts media using a different key. Media is encrypted using the SRTP protocol in this case. For MCData, the user-specific key derivation is not required. Media is encrypted within a MCData data payload in this case.

When the MC UE has a network connection the encrypted media is routed to other MC clients via the media distribution function in the MCX Server. Media may be distributed over unicast or multicast. When the MC UE is offline, the encrypted media is routed directly to MC clients on other MC UEs. The security procedure for protecting media is the same in either case. Details of media encryption is provided in clause 7 for MCPTT and MCVideo, and clause 8 for MCData.

Unlike media, control signalling (such as floor control) is protected differently when the UE has a network connection and when it is offline. When the UE has a network connection, control signalling traffic is encrypted to the MC Domain. When it is offline, control signalling is encrypted directly to UEs using a key derived from the root key for the group or private communication. Details of control signalling encryption is provided in clause 9.4. 

Figure 4.3.5.2-2 provides an overview of how media is protected for group communications.
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Figure 4.3.5.2-2: Group media protection

****************** End of 1st change ********************
****************** Start of 2nd change ********************
5.7.1
General
To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCX UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCX UE within the group shall be provisioned by the MCX Key Management Server (KMS) with time-limited key material associated with the MCX user as described in clause 5.3. The Group Management Server shall also be provisioned by the MCX KMS with key material for an identity which is authorized to create groups.

The GMK is distributed from the GMS to a MCX client using the security mechanism described in clause 5.2.2, transported over the SIP or HTTP bearers. For GMKs, end-point diversity is required and hence the extension in clause 5.2.3 is applied. Additional parameters may be included as defined in clause 5.2.4. The SAKKE-to-self extension may be included as defined in clause 5.2.5. Identity hiding may be supported as defined in clause 5.2.6.

The initiating entity shall be the initiating GMS. The initiating entity URI shall be the URI of the GMS (e.g. gp.manager@mcptt.example.org). The receiving entity shall be the terminating MCX user. The receiving entity URI shall be the MCX ID of the terminating user.  The distributed key, K, shall be the GMK, the key identifier K-ID shall be the GMK-ID and the end-point-specific key identifier, UK-ID shall be the GUK-ID.

Clause E.3 provides MIKEY message structure for GMK distribution.
5.7.2
Security procedures for GMK provisioning

The following procedures use a MIKEY payload to distribute a GMK from the GMS to the MC UEs within the group. The payload may be transported over SIP as part of the 'Notify group configuration request' message defined in clause 10.1.2.7 of 3GPP TS 23.280 [36] or the payload may be transported over HTTP as an element of the group configuration data record in the ‘Get group configuration response’ message described in clause 10.1.5.2 of 3GPP TS 23.280 [36].
5.7.2.x
Secure GMK provisioning via SIP

Figure 5.7.2.x-1 shows the security procedures for creating a security association for a group over SIP using the ‘Notification of group configuration data’ procedure as described in clause 10.1.5.3 of 3GPP TS 23.280 [36].
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Figure 5.7.2.x-1: Security configuration for groups via SIP
A description of the procedures depicted in figure 5.7.2.x-1 follows. For clarity, figure 10.1.5.3-2 in clause 10.1.5.3 of 3GPP TS 23.280 [36] is referenced.
0)
Prior to beginning this procedure the MC client shall be provisioned with identity-specific key material by a MC KMS as described in clause 5.3. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorized to create groups.

1)
The GMS shall send a MIKEY payload to MC clients within the group  within a 'Notify group configuration request' message via SIP. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity (MCX service user ID) associated to the MC client and shall be signed by the GMS. The message shall also provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and sent in the MIKEY payload together with the encapsulated GMK. This process is shown in Figure 5.2.4-1.

2)
On receipt of a MIKEY message, the MC client shall check the signature on the payload, verify that the GMS is authorized to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. The MC client shall also extract the group identity, activation time and text from the encapsulated associated parameters in the payload using the GMK, and check that decryption is successful. This process is shown in Figure 5.2.4-2. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MC UE shall store the GMK, GMK-ID and GUK-ID and respond to the GMS with a 'Notify group configuration response' message.

To revoke a security context via SIP, the group management server repeats the above steps with the Status field of the GMK parameters indicating that the GMK has been revoked.
5.7.2.y
Secure GMK provisioning via HTTP

Figure 5.7.2.y-1 shows the security procedures for creating a security association for a group via HTTP using the ‘retrieve group configurations at the group management client’ procedure as described in clause 10.1.5.2 of 3GPP TS 23.280 [36].
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Figure 5.7.2.y-1: Security configuration for groups via HTTP
A description of the procedures depicted in figure 5.7.2.y-1 follows. For clarity, figure 10.1.5.2-1 in clause 10.1.5.2 of 3GPP TS 23.280 [36] is referenced.
0)
Prior to beginning this procedure the MC client shall be provisioned with identity-specific key material by a MC KMS as described in clause 5.3. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorized to create groups.

1)
The MC UE client sends a ‘Get group configuration request' message via HTTP to the home GMS of the target group.
2)
Upon validation of the ‘Get group configuration request' message, the GMS shall reply by sending a full or partial group configuration data record containing an I_MESSAGE payload carrying the GMK for the group. The I_MESSAGE payload shall be encrypted as described in clause 5.2.4.  On receipt of the ‘Get configuration data response’ message, the MC client shall validate the I_MESSAGE and extract the GMK, GMK-ID, group identity, and associated parameters. This process is shown in Figure 5.2.4-2. Should validation of the I_MESSAGE fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MC UE shall store the GMK, GMK-ID, GUK-ID and associated parameters.
To revoke a security context, the group management server shall use the ‘Secure GMK provisioning via SIP’ procedure as described in clause 5.7.2.x.
****************** End of 2nd change ********************
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